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Prüfungsfragen mit Lösungen (Q13-Q18):
13. Frage 
A local company requires two networks in two new buildings. The addresses used in these networks must be in the private network
range.
Which two address ranges should the company use? (Choose 2.)
Note: You will receive partial credit for each correct selection.

A. 11.0.0.0 to 11.255.255.255
B. 172.16.0.0 to 172.31.255.255
C. 192.16.0.0 to 192.16.255.255
D. 192.168.0.0 to 192.168.255.255

Antwort: B,D

Begründung:
The private IP address ranges that are set aside specifically for use within private networks and not routable on the internet are as
follows:
* Class A: 10.0.0.0 to 10.255.255.255
* Class B: 172.16.0.0 to 172.31.255.255
* Class C: 192.168.0.0 to 192.168.255.255
These ranges are defined by the Internet Assigned Numbers Authority (IANA) and are used for local communications within a
private network123.
Given the options: A. 172.16.0.0 to 172.31.255.255 falls within the Class B private range. B. 192.16.0.0 to
192.16.255.255 is not a recognized private IP range. C. 11.0.0.0 to 11.255.255.255 is not a recognized private IP range. D.
192.168.0.0 to 192.168.255.255 falls within the Class C private range.
Therefore, the correct selections that the company should use for their private networks are A and D.
References :=
* Reserved IP addresses on Wikipedia
* Private IP Addresses in Networking - GeeksforGeeks
* Understanding Private IP Ranges, Uses, Benefits, and Warnings

14. Frage 
An app on a user's computer is having problems downloading data. The app uses the following URL to download data:
https://www.companypro.net:7100/api
You need to use Wireshark to capture packets sent to and received from that URL.
Which Wireshark filter options would you use to filter the results? Complete the command by selecting the correct option from each
drop-down list.
Note: You will receive partial credit for each correct selection.

Antwort:

Begründung:



Explanation:
To capture packets sent to and received from the URL https://www.companypro.net:7100/api using Wireshark, you would use the
following filter options:
* Protocol: tcp
* Filter Type: port
* Port Number: 7100
This filter setup in Wireshark will display all TCP packets that are sent to or received from port 7100, which is the port specified in
the URL for the API service. Since HTTPS typically uses TCP as the transport layer protocol, filtering by TCP and the specific port
number will help isolate the relevant packets for troubleshooting the app's data download issues.
* cp: The app is using HTTPS, which relies on the TCP protocol for communication.
* port: The specific port number used by the application, which in this case is 7100.
* 7100: This is the port specified in the URL (https://www.companypro.net:7100/api).
This filter will capture all TCP traffic on port 7100, allowing you to analyze the packets related to the application's data download.
References:
* Wireshark Filters: Wireshark Display Filters

15. Frage 
A help desk technician receives the four trouble tickets listed below.
Which ticket should receive the highest priority and be addressed first?

A. Ticket 2: An online webinar is taking place in the conference room. The video conferencing equipment lost internet access.
B. Ticket 1: A user requests relocation of a printer to a different network jack in the same office. The jack must be patched
and made active.
C. Ticket 4: Two users report that wireless access in the cafeteria has been down for the last hour.
D. Ticket 3: A user reports that response time for a cloud-based application is slower than usual.

Antwort: A

Begründung:
When prioritizing trouble tickets, the most critical issues affecting business operations or high-impact activities should be addressed
first.
Here's a breakdown of the tickets:
Ticket 1: Relocation of a printer, while necessary, is not urgent and does not impact critical operations.
Ticket 2: An ongoing webinar losing internet access is critical, especially if the webinar is time-sensitive and involves multiple
participants.
Ticket 3: Slower response time for a cloud-based application is important but typically not as urgent as a complete loss of internet
access for a live event.
Ticket 4: Wireless access down in the cafeteria affects users but does not have the same immediate impact as a live webinar losing
connectivity.
Thus, the correct answer is B. Ticket 2: An online webinar is taking place in the conference room. The video conferencing equipment
lost internet access.
Reference: =
IT Help Desk Best Practices
Prioritizing IT Support Tickets

16. Frage 
Which command will display the following output?



A. show mac-address-table
B. show ip interface
C. show inventory
D. show cdp neighbor

Antwort: D

Begründung:
The command that will display the output provided, which includes capability codes, local interface details, device IDs, hold times,
and platform port ID capabilities, is the show cdp neighbor command. This command is used in Cisco devices to display current
information about neighboring devices detected by Cisco Discovery Protocol (CDP), which includes details such as the interface
through which the neighbor is connected, the type of device, and the port ID of the device1.
References :=
*Cisco - show cdp neighbors
The provided output is from the Cisco Discovery Protocol (CDP) neighbor table. The show cdp neighbor command displays
information about directly connected Cisco devices, including Device ID, Local Interface, Holdtime, Capability, Platform, and Port
ID.
*A. show mac-address-table: Displays the MAC address table on the switch.
*C. show inventory: Displays information about the hardware inventory of the device.
*D. show ip interface: Displays IP interface status and configuration.
Thus, the correct answer is B. show cdp neighbor.
References :=
*Cisco CDP Neighbor Command
*Understanding CDP

17. Frage 
Which information is included in the header of a UDP segment?

A. Sequence numbers
B. MAC addresses
C. Port numbers
D. IP addresses

Antwort: C

Begründung:
The header of a UDP (User Datagram Protocol) segment includes port numbers. Specifically, it contains the source port number and
the destination port number, which are used to identify the sending and receiving applications. UDP headers do not include IP
addresses or MAC addresses, as those are part of the IP and Ethernet frame headers, respectively. Additionally, UDP does not use
sequence numbers, which are a feature of TCP (Transmission Control Protocol) for ensuring reliable delivery of data segments1.
Reference: =
Segmentation Explained with TCP and UDP Header
User Datagram Protocol (UDP) - GeeksforGeeks
Which three fields are used in a UDP segment header
UDP Header: The header of a UDP segment includes the following key fields:
Source Port: The port number of the sending application.
Destination Port: The port number of the receiving application.
Length: The length of the UDP header and data.
Checksum: Used for error-checking the header and data.
IP Addresses: These are included in the IP header, not the UDP header.
Sequence Numbers: These are part of the TCP header, not UDP.
MAC Addresses: These are part of the Ethernet frame header and are not included in the UDP header.
Reference: RFC 768 - User Datagram Protocol: RFC 768
Cisco Guide on UDP: Cisco UDP Guide

18. Frage
......
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