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NEW QUESTION # 150 
Which of the following is a best practice for implementing strong password policies within an organization?

A. Requiring users to change their password every 90 days
B. Storing passwords in clear text in a central database
C. Allowing users to choose their own passwords, regardless of complexity
D. Allowing users to reuse their previous passwords

Answer: A

Explanation:
Option 1: Incorrect. Allowing users to choose their own passwords, regardless of complexity, can lead to weak passwords that are
easily guessed or cracked.
Option 2: Correct. Requiring users to change their password every 90 days helps to ensure that passwords are regularly updated
and less likely to be compromised.
Option 3: Incorrect. Storing passwords in clear text in a central database is a security risk as it exposes the passwords to potential
unauthorized access.
Option 4: Incorrect.
Allowing users to reuse their previous passwords increases the risk of unauthorized access as attackers may already be aware of the
user's previous passwords.

NEW QUESTION # 151 
What is smishing?

A. A cyber attack where an attacker manipulates and deceives an individual to reveal sensitive information.
B. A type of phishing attack that targets specific individuals or organizations.
C. A form of social engineering attack that uses SMS or text messages to trick victims into revealing sensitive information.
D. A physical attack where an unauthorized person gains entry to a restricted area by following closely behind an authorized
person.

Answer: C

Explanation:
Smishing, short for SMS phishing, is a social engineering attack that utilizes SMS or text messages to deceive individuals into
disclosing sensitive information or performing certain actions. These messages often mimic legitimate sources, such as banks or
service providers, and typically contain links or phone numbers that, when accessed or called, lead to malicious activities. Smishing
takes advantage of the ubiquity of mobile devices and users' tendency to trust text messages.

NEW QUESTION # 152 
Which of the following features help to secure a wireless SoHo network from unauthorized access?

A. MAC filtering
B. SSID broadcast
C. Default admin credentials
D. Weak encryption

Answer: A

NEW QUESTION # 153 
What does NAT stand for in networking?

A. Network Address Transmission
B. Network Address Translation
C. Network Address Terminal
D. Network Access Technology

Answer: B



Explanation:
NAT stands for Network Address Translation. It is a process used in networking to translate private IP addresses into public IP
addresses, enabling devices with private addresses to communicate with devices on public networks like the internet.

NEW QUESTION # 154 
What is the primary purpose of a VPN (Virtual Private Network)?

A. To protect against malware attacks
B. To establish a secure remote connection over a public network
C. To secure wireless network connections
D. To encrypt email communications

Answer: B

Explanation:
A VPN is designed to provide secure, encrypted communication over a public network such as the internet. Its primary purpose is
to establish a secure and private connection between two endpoints, allowing remote users to access resources on a private network
as if they were directly connected to it. This helps protect sensitive data and communications from interception by unauthorized
individuals.
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