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Priifungsfragen mit Losungen (Q230-Q235):

230. Frage
‘What is meant by the term "collective intelligence" in the context of cybersecurity?

A. Intelligence collected through collaboration and information sharing among individuals or organizations.
B. Intelligence gathered from publicly available sources.

C. Intelligence collected through automated threat intelligence platforms.

D. Intelligence gathered by individuals or organizations without sharing it with others.

Antwort: A

Begriindung;

Collective mtelligence refers to the practice of pooling knowledge, insights, and resources from multiple individuals or organizations
to enhance cybersecurity. It involves collaboration, information sharing, and coordinated efforts to identify and mitigate threats
collectively. By leveraging the collective intelligence, cybersecurity practitioners can gain a broader view of the threat landscape,
share threat intelligence, and develop effective strategies to combat cyber threats.

231. Frage
What is the primary purpose of packet captures i identifying suspicious events in a cybersecurity context?

A. To monitor network devices and perform vulnerability assessments.

B. To analyze network traffic and identify potential indicators of compromise.
C. To backup network configurations and restore themin case of failure.

D. To encrypt network traffic and secure sensitive information.

Antwort: B

Begrindung;

Packet captures are used to capture and record network traffic, allowing cybersecurity professionals to inspect the packets and
analyze the network traffic for potential indicators of compromise (IOCs). By examining the packets, analysts can check for
suspicious patterns or anomalies, identify malicious payloads, or detect unauthorized access attempts. Packet captures are a valuable
tool in incident response, as they help identify and investigate suspicious events in a network.

232. Frage
What does an Intrusion Detection System (IDS) do in endpoint security?

A. Detects and alerts on suspicious activities on the endpoint

B. Prevents unauthorized access to the endpoint

C. Encrypts the data transmitted between the endpoint and the network
D. Identifies and blocks malware on the endpoint

Antwort: A

Begrindung;

An Intrusion Detection System (IDS) is designed to detect and alert on suspicious activities that may indicate a security breach or an
attack on the endpoint. IDS monitors various aspects of the endpoint, such as network traffic, system logs, and behavior patterns, to
identify potential threats and security incidents. When suspicious activities are detected, the IDS generates alerts that can be used by
security personnel to investigate and respond to the potential threats.

233. Frage
Which of the following is an example of a human-caused disaster?

A. Earthquake
B. Cyberattack
C. Flood

D. Tornado



Antwort: B

Begrindung;

Cyberattacks, such as hacking, malware, or ransomware attacks, are considered human-caused disasters. They are intentional
actions carried out by individuals or groups with malicious intent and can result in significant disruption, data loss, and financial
damage if proper cybersecurity measures are not in place.

234. Frage
Vulnerability refers to:

A. The degree to which a threat is capable of causing damage.

B. The exploitation of a vulnerability by a threat.

C. The potential for loss or harmas a result of a threat exploiting a vulnerability.
D. The likelihood of a security incident occurring,

Antwort: B

Begrindung;
Vulnerability refers to a weakness or flaw in a system that can be exploited by a threat. It is the state of being exposed to the
possibility of being attacked or harmed.
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