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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q651-Q656):
NEW QUESTION # 651 
Which configuration method provides the options to prevent physical and virtual endpoint devices that are in the same base EPG or
uSeg from being able to communicate with each other with Vmware VDS or Microsoft vSwitch?

A. placement in separate EPGs
B. inter-EPG isolation
C. intra-EPG isolation
D. inter-VLAN security

Answer: D

NEW QUESTION # 652 
Which statement about IOS zone-based firewalls is true?

A. An interface can be assigned to multiple zones.
B. An interface can be assigned only to one zone.
C. An unassigned interface can communicate with assigned interfaces
D. Only one interface can be assigned to a zone.

Answer: B

NEW QUESTION # 653 
Which two capabilities does TAXII support? (Choose two)

A. Binding
B. Correlation
C. Pull messaging
D. Mitigating
E. Exchange

Answer: A,C

Explanation:
Explanation
The Trusted Automated eXchangeof Indicator Information (TAXII) specifies mechanisms for exchanging structured cyber threat
information between parties over the network.
TAXII exists to provide specific capabilities to those interested in sharing structured cyber threat information.
TAXII Capabilities are the highest level at which TAXII actions can be described. There are three capabilities that this version of
TAXII supports: push messaging, pull messaging, and discovery.
Although there is no "binding" capability in the list but it is the best answer here.

NEW QUESTION # 654 
Which Talos reputation center allows for tracking the reputation of IP addresses for email and web traffic?

A. IP and Domain Reputation Center
B. File Reputation Center
C. AMP Reputation Center
D. IP Slock List Center
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Answer: A

NEW QUESTION # 655 
Refer to the exhibit.

An organization is using DHCP Snooping within their network. A user on VLAN 41 on a new switch is complaining that an IP
address is not being obtained. Which command should be configured on the switch interface in order to provide the user with
network connectivity?

A. ip dhcp snooping verify mac-address
B. ip dhcp snooping trust
C. ip dhcp snooping limit 41
D. ip dhcp snooping vlan 41

Answer: B

Explanation:
Explanation
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/snoodhcp

NEW QUESTION # 656
......
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