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with AWS services for implementing and managing continuous delivery systems and automation processes.

Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q112-Q117):
NEW QUESTION # 112 
Your CTO is very worried about the security of your AWS account. How best can you prevent hackers
from completely hijacking your account?

A. Use AWS IAM Geo-Lock and disallow anyone from logging in except for in your city.
B. Use short but complex password on the root account and any administrators.
C. Don't write down or remember the root account password after creating the AWS account.
D. Use MFA on all users and accounts, especially on the root account.

Answer: D

Explanation:
For increased security, we recommend that you configure multi-factor authentication (MFA) to help
protect your AWS resources. MFA adds extra security because it requires users to enter a unique
authentication code from an approved authentication device or SMS text message when they access
AWS websites or services.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

NEW QUESTION # 113 
A company is creating a software solution that executes a specific parallel-processing mechanism. The software can scale to tens of
servers in some special scenarios. This solution uses a proprietary library that is license-based, requiring that each individual server
have a single, dedicated license installed. The company has 200 licenses and is planning to run 200 server nodes concurrently at
most. The company has requested the following features: " A mechanism to automate the use of the licenses at scale. " Creation of a
dashboard to use in the future to verify which licenses are available at any moment. What is the MOST effective way to accomplish
these requirements?

A. Upload the licenses to an Amazon DynamoDB table. Create an AWS CLI script to launch the servers by using the
parameter --count, with min:max instances to launch. In the user data script, acquire an available license from the DynamoDB
table. Monitor each instance and, in case of failure, replace the instance, then manually update the DynamoDB table.
B. Upload the licenses to a private Amazon S3 bucket. Create an AWS CloudFormation template with a Mappings section
for the licenses. In the template, create an Auto Scaling group to launch the servers. In the user data script, acquire an
available license from the Mappings section. Create an Auto Scaling lifecycle hook, then use it to update the mapping after the
instance is terminated.
C. Upload the licenses to an Amazon DynamoDB table. Create an AWS CloudFormation template that uses an Auto Scaling
group to launch the servers. In the user data script, acquire an available license from the DynamoDB table. Create an Auto
Scaling lifecycle hook, then use it to update the mapping after the instance is terminated.
D. Upload the licenses to a private Amazon S3 bucket. Populate an Amazon SQS queue with the list of licenses stored in S3.
Create an AWS CloudFormation template that uses an Auto Scaling group to launch the servers. In the user data script
acquire an available license from SQS. Create an Auto Scaling lifecycle hook, then use it to put the license back in SQS after
the instance is terminated.

Answer: A

NEW QUESTION # 114 
To run an application, a DevOps Engineer launches an Amazon EC2 instances with public IP addresses in a public subnet. A user
data script obtains the application artifacts and installs them on the instances upon launch. A change to the security classification of
the application now requires the instances to run with no access to the Internet. While the instances launch successfully and show as
healthy, the application does not seem to be installed.
Which of the following should successfully install the application while complying with the new rule?

A. Set up a NAT gateway. Deploy the EC2 instances to a private subnet. Update the private subnet's route table to use the
NAT gateway as the default route.
B. Publish the application artifacts to an Amazon S3 bucket and create a VPC endpoint for S3.



Assign an IAM instance profile to the EC2 instances so they can read the application artifacts from the S3 bucket.
C. Launch the instances in a public subnet with Elastic IP addresses attached. Once the application is installed and running,
run a script to disassociate the Elastic IP addresses afterwards.
D. Create a security group for the application instances and whitelist only outbound traffic to the artifact repository. Remove
the security group rule once the install is complete.

Answer: B

Explanation:
EC2 instances running in private subnets of a VPC can now have controlled access to S3 buckets, objects, and API functions that
are in the same region as the VPC. You can use an S3 bucket policy to indicate which VPCs and which VPC Endpoints have
access to your S3 buckets
https://aws.amazon.com/pt/blogs/aws/new-vpc-endpoint-for-amazon-s3/

NEW QUESTION # 115 
Your social media marketing application has a component written in Ruby running on AWS Elastic Beanstalk.
This application component posts messages to social media sites in support of various marketing campaigns.
Your management now requires you to record replies to these social media messages to analyze the effectiveness of the marketing
campaign in comparison to past and future efforts. You've already developed a new application component to interface with the
social media site APIs in order to read the replies. Which process should you use to record the social media replies in a durable data
store that can be accessed at any time for analytics of historical data?

A. Deploythe new application component in an Auto Scaling group of Amazon EC2 instances,read the data from the social
media sites, store it in Amazon Glacier, and useAWS Data Pipeline to publish it to Amazon RedShift for analytics.
B. Deploythe new application component in an Auto Scaling group of Amazon EC2 instances,read the data from the social
media sites, store it with Amazon Elastic BlockStore, and use AWS Data Pipeline to publish it to Amazon Kinesis for
analytics.
C. Deploythe new application component as an Amazon Elastic Beanstalk application, readthe data from the social media
site, store it with Amazon Elastic Block store,and use Amazon Kinesis to stream the data to Amazon Cloud Watch for
analytics
D. Deploythe new application component as an Elastic Beanstalk application, read thedata from the social media sites, store it
in DynamoDB, and use Apache Hivewith Amazon Elastic MapReduce for analytics.

Answer: D

Explanation:
Explanation
The AWS Documentation mentions the below
Amazon DynamoDB is a fast and flexible NoSQL database sen/ice for all applications that need consistent, single-digit millisecond
latency at any scale. It is a fully managed cloud database and supports both document and key-value store models. Its flexible data
model, reliable performance, and automatic scaling of throughput capacity, makes it a great fit for mobile, web, gaming, ad tech, loT,
and many other applications.
For more information on AWS DynamoDB please see the below link:
* https://aws.amazon.com/dynamodb/

NEW QUESTION # 116 
You have deployed an Elastic Beanstalk application in a new environment and want to save the current state of
your environment in a document. You want to be able to restore your environment to the current state later or
possibly create a new environment. You also want to make sure you have a restore point. How can you
achieve this?

A. Saved Templates
B. Use CloudFormation templates
C. Configuration Management Templates
D. Saved Configurations

Answer: D

Explanation:



Explanation
You can save your environment's configuration as an object in Amazon S3 that can be applied to other
environments during environment creation, or applied to a
running environment. Saved configurations are YAML formatted templates that define an environment's
platform configuration, tier, configuration option settings,
and tags.
For more information on Saved Configurations please refer to the below link:
* http://docs.aws.a
mazon.com/elasticbeanstalk/latest/dg/envi ronment-configuration-savedconfig.html

NEW QUESTION # 117
......
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