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Understanding the General Outline
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Q134):
NEW QUESTION # 129 
An administrator is setting up Cisco Firepower to send data to the Cisco Stealthwatch appliances. The NetFlow_Set_Parameters
object is already created, but NetFlow is not being sent to the flow collector. What must be done to prevent this from occurring?

A. Add the NetFlow_Send_Destination object to the configuration
B. Create a service identifier to enable the NetFlow service
C. Create a Security Intelligence object to send the data to Cisco Stealthwatch
D. Add the NetFlow_Add_Destination object to the configuration

Answer: D

Explanation:
Cisco Firepower uses FlexConfig objects to send NetFlow data. Here's the key point:
NetFlow_Set_Parameters object: Defines the parameters of the NetFlow data being exported (e.g., version, sampling rate).
NetFlow_Add_Destination object: Specifies the IP address and port of the flow collector (in this case, your Cisco Stealthwatch
appliance) where the NetFlow data should be sent.

NEW QUESTION # 130 
When do you need the file-size command option during troubleshooting with packet capture?

A. when capture packets exceed 32 MB
B. when capture packets exceed 10 GB
C. when capture packets are less than 16 MB
D. when capture packets are restricted from the secondary memory

Answer: A

NEW QUESTION # 131 
An engineer is setting up a remote access VPN on a Cisco FTD device and wants to define which traffic gets sent over the VPN
tunnel. Which named object type in Cisco FMC must be used to accomplish this task?

A. route map
B. access list
C. split tunnel
D. crypto map

Answer: B

Explanation:
You can specify the access list in Objects that needs to be used for interesting traffic.

NEW QUESTION # 132 
A security engineer is configuring an Access Control Policy for multiple branch locations.
These locations share a common rule set and utilize a network object called INSIDE_NET which contains the locally significant
internal network subnets at each location.
What technique will retain the policy consistency at each location but allow only the locally significant network subnet within the
applicable rules?

A. utilizing a dynamic ACP that updates from Cisco Talos
B. creating a unique ACP per device
C. creating an ACP with an INSIDE_NET network object and object overrides
D. utilizing policy inheritance

Answer: C



NEW QUESTION # 133 
An engineer must configure a correlation policy in Cisco Secure Firewall Management Center to detect when an IP address from an
internal network communicates with a known malicious host. Connections made by the internal IP addresses must be tracked, and
an external dynamic list must be used for the condition. Which type of event must the engineer configure on the correlation policy?

A. Connection tracker
B. Network discovery
C. Malware
D. Intrusion Impact Alert

Answer: A

NEW QUESTION # 134
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