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CompTIA Linux+ Certification Exam Sample Questions (Q773-Q778):
NEW QUESTION # 773 
A systems administrator is implementing a new service task with systems at startup and needs to execute a script entitled test.sh with
the following content:
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The administrator tries to run the script after making it executable with chmod +x; however, the script will not run. Which of the
following should the administrator do to address this issue? (Choose two.)

A. Create a unit file for the new service in /etc/systemd/system/ with the name helpme.service in the location.
B. Shut down the computer to enable the new service.
C. Restart the computer to enable the new service.
D. Create a unit file for the new service in /etc/init.d with the name helpme.service in the location.
E. Add #!//bin/bash to the top of the script.
F. Add #!/bin/bash to the bottom of the script.

Answer: A,E

Explanation:
Explanation
The administrator should do the following two things to address the issue:
Add #!/bin/bash to the top of the script. This is called a shebang line and it tells the system which interpreter to use to execute the
script. Without this line, the script will not run properly. The shebang line should be the first line of the script and should start with #!
followed by the path to the interpreter.
In this case, the interpreter is bash and the path is /bin/bash. The other option (A) is incorrect because the shebang line should be at
the top, not the bottom of the script.
Create a unit file for the new service in /etc/systemd/system/ with the name helpme.service in the location. This is necessary to
register the script as a systemd service and enable it to run at startup. A unit file is a configuration file that defines the properties and
behavior of a service, such as the description, dependencies, start and stop commands, and environment variables. The unit file
should have the extension .service and should be placed in the /etc/systemd/system/ directory. The other option (E) is incorrect
because /etc/init.d is the directory for init scripts, not systemd services.
References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 14: Managing Processes and Scheduling Tasks,
pages 429-430.

NEW QUESTION # 774 
Which of the following actions are considered good security practices when hardening a Linux server? (Select two).

A. Disabling the SSH root login possibility
B. Removing unnecessary packages
C. Changing the permissions on the root filesystem to 600
D. Disabling public key authentication
E. Renaming the root account to something else
F. Changing the default shell to /bin/csh

Answer: A,B

Explanation:
Some good security practices when hardening a Linux server are:
* Removing unnecessary packages (B) to reduce the attack surface and eliminate potential vulnerabilities
* Disabling the SSH root login possibility (E) to prevent unauthorized access and brute-force attacks on the root account
References:
* [CompTIA Linux+ Study Guide], Chapter 9: Securing Linux, Section: Hardening Linux
* [How to Harden Your Linux Server]

NEW QUESTION # 775 
A systems administrator has received reports of intermittent network connectivity to a particular website. Which of the following is
the BEST command to use to characterize the location and type of failure over the course of several minutes?

A. ping www.comptia.org



B. netstat www.comptia.org
C. mtr www.comptia.org
D. tracert www.comptia.org

Answer: C

Explanation:
mtr combines the functionality of the traceroute and ping programs in a single network diagnostic tool.
https://vitux.com/how-to-use-the-linux-mtr-command/

NEW QUESTION # 776 
A systems administrator wants to download a package from a remote server.
Which of the following are the BEST commands to use for this task? (Choose two.)

A. make
B. zip
C. curl
D. nc
E. tar
F. wget

Answer: C,F

Explanation:
NC is wrong because in order to use NC you need to setup the server first listening and then the client can transfer files once that is
setup. CURL and WGET are correct.

NEW QUESTION # 777 
A Linux administrator is attempting to capture all network traffic coming to the server from the 10.0.6.5 IP address. Which of the
following commands should the administrator run on the server to achieve the goal?

A. tcpdump net 10.0.6.5
B. tcpdump ip 10.0.6.5
C. tcpdump host 10.0.6.5
D. tcpdump addr 10.0.6.5

Answer: C

Explanation:
To capture all traffic from a specific IP address using tcpdump, the correct syntax is:
bash
tcpdump host 10.0.6.5
* host is the correct keyword used to filter packets from or to a specific IP address.
* ip, addr, and net are not valid or appropriate filters in this context:
* ip is a protocol filter, not an address filter.
* net would filter an entire subnet, not a single host.
* addr is invalid syntax for tcpdump.
As described inCompTIA Linux+ XK0-005 Official Study Guide, Domain 2.0 (Networking Tools):
"The tcpdump utility can be used to capture and analyze packets. Use the keyword host to filter traffic to or from a specific IP
address."

NEW QUESTION # 778
......
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