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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q25-Q30):

NEW QUESTION # 25
An organization is deploying an active-passive high availability (HA) cluster using passthrough load balancers in Google Cloud.
What is a critical factor for ensuring successful HA formation, failover, and traffic flow?

A. VDOM exceptions must be configured.

B. Incoming traffic must be source NATed to ensure traffic flow symmetry.
C. Unicast FortiGate Clustering Protocol (FGCP) nwst be used.

D. There can be more than two cluster members.

Answer: B

Explanation:
Source NAT ensures that traffic is symmetric by keeping the source IP consistent, which is critical for proper failover and session
synchronization in an active-passive HA cluster using passthrough load balancers.
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NEW QUESTION # 26
Your organization has decided to deploy a Fortinet web application firewall (WAF) in Google Cloud.
Why would the organization choose FotiWeb Cloud over FortiWeb VM?

A. Because the organization requires advanced bot detection and mitigation

B. Because the organization requires a fully managed WAF solution

C. Because the organization requires a WAF with SSL offloading and load balancing

D. Because the organization requires a WAF with highly customizable WAF rules and settings

Answer: B

Explanation:
FortiWeb Cloud is a fully managed web application firewall service, ideal for organizations seeking a cloud- native, hands-off WAF
deployment without the need to manage virtual appliances.

NEW QUESTION # 27
Refer to the exhibit.
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Which three things happen during a failover in which the passive FortiGa
passive high-availability (HA) environment? (Choose three.)

A. The Management [P address moves from port3 of the current active member to port3 of the new active cluster member.
B. The custom route is updated using API calls to forward all traffic to port2 of the new active cluster member device.

C. The health check status will indicate that the old active cluster member is unhealthy.

D. The health check ensures that incoming traffic to the ephemeral external IP address of the load balancer is forwarded to
the new active cluster member.

E. The health check for the passthrough load balancers forces nternal traffic to route to port2 of the new active cluster
member.

Answer: B,C,D

Explanation:
The load balancer health check detects the failure of the old active member and forwards traffic to the new active member.
The health check reflects the status change, marking the previous active as unhealthy.



API calls update customroutes to redirect traffic to the new active cluster member's internal interface (port2).

NEW QUESTION # 28
Refer to the exhibit.
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FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/Service-accounts/default/token
gcpd metadata result:2e0

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id
gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-development

gcepd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get instance list successfully

gcpd didn't find any GKE cluster for project fep-fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gcpd sdn connector GCP Lab finish updating IP addresses

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
Which conclusion can you draw fiom the output?

A. The external fabric connector shows that an administrator created three dynamic firewall addresses.
B. The external fabric connector is unable to find a valid Google Cloud project.

C. The external fabric connector found multiple IP addresses assigned to Google Cloud instances.

D. The external fabric connector is misconfigured.

Answer: C

Explanation:
The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 29

You are tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving from outside the VPC and
that forwards traffic to the organization's internal web servers.

‘Which load balancer type should you deploy?

¢ A External application load balancer
¢ B. External passthrough load balancer
e (. Internal passthrough load balancer
¢ D. Proxy network load balancer

Answer: B

Explanation:
An external passthrough load balancer forwards traffic without termnating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.

NEW QUESTION # 30
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