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How is a subpattern for a rule defined?

A. Filters, Aggregation, Time Window definitions
B. Filters, Group By definitions, Threshold

C. Filters, Aggregation, Group by definitions

D. Filters, Threshold, Time Window definitions

Answer: C

NEW QUESTION # 49
‘When configuring collectors located in geographically separated sites, what ports must be open on a front end firewall?

A. HTTPS, from the collector to the worker upload settings address only

B. HTTPS, from the Internet to the collector

C. HTTPS, fromthe collector to the supervisor and worker upload settings addresses

D. HTTPS, from the Internet to the collector and from the collector to the FortiSIEM cluster

Answer: C

Explanation:

FortiSIEM Architecture: In FortiSIEM, collectors gather data from various sources and send this data to supervisors and workers
within the FortiSIEM architecture.

Communication Requirements: For collectors to effectively send data to the FortiSIEM system, specific commumication channels
must be open.

Port Usage: The primary port used for secure commumnication between the collectors and the FortiSIEM infrastructure is HTTPS
(port 443).

Network Configuration: When configuring collectors in geographically separated sites, the HTTPS port must be open for the
collectors to commumnicate with both the supervisor and the worker upload settings addresses.

This ensures that the collected data can be securely transmitted to the appropriate processing and analysis components.
References: FortiSIEM 6.3 Admmistration Guide, Network Ports section details the necessary ports for commumication within the
FortiSIEM architecture.

NEW QUESTION # 50
Refer to the exhibit.

[root@FSM_NSES5 bin]#./phLicenseTool
[PH_GENERIC_DEBUG] : [eventSeveri

illﬁanmh@rJ-MFQ,[phL:gEc'L"'

An admmnistrator is investigating a FortiSIEM license issue.
The procedure is for which offline licensing condition?

A. The procedure is for offline license debug,

B. The procedure is for offline license validation.
C. The procedure is for offline license registration.
D. The procedure is for offline license verification.

Answer: C

Explanation:

Offline Licensing in FortiSIEM: FortiSIEM provides mechanisis for offtine licensing to accommodate environments without direct
internet access.

License Tool Command: The command./phLicenseTool --collect license _req.datis used to collect license nformation necessary for
offline registration.

Procedure Analysis: The exhibit shows the output of this command, which indicates the collection of license information to a file
namedlicense _req.dat.

Offline License Registration: This collected data file is then typically uploaded to the FortiSIEM support portal or provided to the
FortiSIEM support team for processing and generating a license file.

References: FortiSIEM 6.3 Administration Guide, Licensing section, details the procedures for both online and offline license



registration, including the use of thephLicenseToolfor offline scenarios.

NEW QUESTION # 51
Ifa performance rule is triggered repeatedly due to high CPU use, what occurs in the incident table?

A. A new incident is created based on the Rule Frequency value, and the First Seen and Last Seen times ate updated.
B. The Incident Count value increases, and the First Seen and Last Seen times update.

C. A now incident is created each time the rule is triggered. and the First Seen and Last Seen times are updated.

D. The incident status changes to Repeated, and the First Seen and Last Seen times are updated.

Answer: B

Explanation:

Incident Management in FortiSIEM: FortiSIEM tracks incidents and their occurrences to help administrators manage and respond to
recurring issues.

Performance Rule Triggering: When a performance rule, such as one for high CPU usage, is repeatedly triggered, FortiSIEM
updates the corresponding incident rather than creating a new one each time.

Incident Table Updates:

* Incident Count: The Incident Count value increases each time the rule is triggered, indicating how many times the incident has
occurred.

* First Seen and Last Seen Times: These timestamps are updated to reflect the first occurrence and the most recent occurrence of
the incident.

References: FortiSIEM 6.3 User Guide, Incident Management section, explains how FortiSIEM handles recurring incidents and
updates the ncident table accordingly.

NEW QUESTION # 52
In FortiSIEM enterprise licensing mode, it the link between the collector and data center FortiSIEM cluster is down, what happens?

A. The collector buffers events

B. The collector processes stop, and events ate dropped.

C. The collector continues performance collection of devices, but slops receiving syslog.
D. The collector drops incoming events like syslog, but stops performance collection.

Answer: C

Explanation:

Enterprise Licensing Mode: In FortiSIEM enterprise licensing mode, collectors are deployed in remote sites to gather and forward
data to the central FortiSIEM cluster located in the data center.

Collector Functionality: Collectors are responsible for receiving logs, events (e.g., syslog), and performance metrics from devices.
Link Down Scenario: When the link between the collector and the FortiSIEM cluster is down, the collector needs a mechanism to
ensure no data is lost during the disconnection.

Event Buffering: The collector buffers the events locally until the connection is restored, ensuring that no incoming events are lost.
This buffered data is then forwarded to the FortiSTEM cluster once the link is re- established.

References: FortiSIEM 6.3 User Guide, Data Collection and Buffering section, explains the behavior of collectors during network
disruptions.

NEW QUESTION # 53
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