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Forescout Certified Professional Exam Sample Questions (Q80-Q85):
NEW QUESTION # 80 
Which of the following User Directory server settings is necessary to enable guest approval by sponsors?

A. Policy to control
B. Sponsor Group
C. Guest Tags
D. Authentication Server
E. Guest password policy

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
The Sponsor Group is the necessary User Directory server setting required to enable guest approval by sponsors. According to the
Forescout User Directory Plugin Configuration Guide and Guest Management Portal documentation, Sponsor Groups must be
created and configured to define the corporate employees (sponsors) who are authorized to approve or decline guest network
access requests.
Sponsor Group Configuration:
In the Guest Management pane, the Sponsors tab is used to define the corporate employees who are authorized to log into the
Guest Management Portal to approve network access requests from guests. These employees are assigned to specific Sponsor
Groups, which control which sponsors can approve guest access requests.
How Sponsor Groups Enable Guest Approval:
* Sponsor Definition - Corporate employees must be designated as sponsors and assigned to a Sponsor Group
* Approval Authority - Sponsors in assigned groups can approve or decline guest network access requests
* Authentication - When "Enable sponsor approval without authentication via emailed link" is selected, sponsors in the designated
group can approve guests based on email link authorization
* Guest Registration - Guest registration options connect Sponsor Groups to the guest approval workflow Why Other Options Are
Incorrect:
* A. Policy to control - While policies are used for guest control, they do not define which sponsors can approve guests
* B. Guest Tags - Guest Tags are used to classify and organize guest accounts, not to enable sponsor approval
* D. Guest password policy - This setting controls password requirements for guests, not sponsor approval authority
* E. Authentication Server - Authentication servers verify credentials but do not establish sponsor approval groups Referenced
Documentation:
* Forescout User Directory Plugin Configuration Guide - Create Sponsors section
* Guest Management Portal - Sponsor Configuration documentation
* "Create sponsors" - Forescout Administration Guide section

NEW QUESTION # 81 
What is the automated safety feature to prevent network wide outages/blocks?

A. Send an Email Alert
B. Action Thresholds
C. Disable policy
D. Stop all policies
E. Disable Policy Action

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
Action Thresholds is the automated safety feature designed to prevent network-wide outages and blocks.
According to the Forescout Platform Administration Guide, Action Thresholds are specifically designed to automatically implement
safeguards when rolling out sanctions (blocking actions) across your network.
Purpose of Action Thresholds:
Action thresholds work as an automated circuit breaker mechanism that prevents catastrophic network-wide outages. The feature
establishes maximum percentage limits for specific action types on a single appliance.
When these limits are reached, the policy automatically stops executing further blocking actions to prevent mass network disruption.
How Action Thresholds Prevent Outages:



Consider a scenario where a policy is misconfigured and would block 90% of all endpoints on the network due to a false condition
match. Without Action Thresholds, this could cause a network-wide outage. With Action Thresholds configured:
* Limit Definition - An administrator sets an action threshold (e.g., 20% of endpoints can be blocked by Switch action type)
* Automatic Enforcement - When this percentage threshold is reached, the policy automatically stops executing the blocking action
for any additional endpoints
* Alert Generation - The system generates alerts to notify administrators when a threshold has been reached
* Protection - This prevents the policy from cascading failures that could affect the entire network Action Threshold Configuration:
Each action type (e.g., Switch blocking, Port blocking, External port blocking) can be configured with its own threshold percentage.
This allows granular control over the maximum impact any single policy can have on the network.
Why Other Options Are Incorrect:
* A. Stop all policies - This is a manual intervention, not an automated safety feature; also, it's too drastic and would disable
legitimate policies
* B. Disable policy - This is a manual action, not an automated safety mechanism
* C. Disable Policy Action - While you can disable individual actions, this is not an automated threshold- based safeguard
* E. Send an Email Alert - Alerts notify administrators but do not automatically prevent outages; they require manual intervention
Referenced Documentation:
* Forescout Platform Administration Guide - Working with Action Thresholds
* Forescout Platform Administration Guide - Policy Safety Features
* Section: "Action Thresholds are designed to automatically implement safeguards when rolling out such sanctions across your
network"

NEW QUESTION # 82 
Which of the following properties can be determined by the HPS Plugin? (Choose two)

A. HTTP banner
B. Application installed on Mac OS
C. AD group membership
D. Operating System
E. External Device on Windows

Answer: A,D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout HPS Inspection Engine Configuration Guide and HPS Applications Plugin documentation, the properties
that can be determined by the HPS Plugin are: Operating System (C) and HTTP banner (E).
HPS Plugin Capabilities:
According to the HPS Inspection Engine guide:
"The HPS (Host Property Scanner) Inspection Engine provides host properties for detecting endpoint characteristics including
operating system, services, and applications." The HPS plugin determines:
* Operating System - OS type, version, service pack level
* HTTP Banner - Service versions from HTTP banner scanning
* Services and Applications - Running processes and installed software
* System Information - Hardware vendor, NIC vendor, etc.
Operating System Detection:
According to the HPS Applications Plugin guide:
"Windows operating system information is detected by the HPS Applications Plugin, including: Release, Package/flavor, Service
Pack" The plugin detects:
* Windows OS versions (XP, Vista, 7, 8, 10, etc.)
* Server editions (2003, 2008, 2012, 2016, etc.)
* Service pack levels
* OS build information
HTTP Banner Detection:
According to the HPS Inspection Engine guide:
"Service Banner: Indicates the service and version information, as determined by Nmap. HTTP banner scanning returns service
identification information." The HTTP banner property is resolved by NMAP scanning with the -sV parameter, which is part of the
HPS plugin's classification capabilities.
Why Other Options Are Incorrect:
* A. Application installed on Mac OS - The HPS Applications Plugin is for Windows applications only; it does not detect Mac OS
applications



* B. External Device on Windows - External Device detection is a separate property unrelated to HPS plugin discovery
* D. AD group membership - This is determined by the User Directory plugin via LDAP, not the HPS plugin HPS Plugin vs. Other
Plugins:
According to the documentation:
Property
HPS Plugin
Other Plugins
Operating System
#Yes
N/A
HTTP Banner
#Yes (NMAP)
N/A
Windows Applications
#Yes
N/A
AD Group Membership
#No
User Directory
Mac OS Applications
#No
macOS-specific
External Devices
#No
Network discovery
Referenced Documentation:
* CounterACT Endpoint Module HPS Inspection Engine Configuration Guide v10.8
* CounterACT HPS Applications Plugin Configuration Guide v2.1.4
* About the HPS Applications Plugin

NEW QUESTION # 83 
What should you do first when preparing for an upgrade to a new CounterACT version?

A. Upgrading an appliance is done through Options/Modules.
B. From the appliance CLI, fstool upgrade /tmp/counteract-v8.0.1.fsp
C. Upgrade only the modules compatible with the version you are installing.
D. Upgrade the members first before upgrading the EM.
E. Consult the CounterACT Release Notes for the appropriate version

Answer: E

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout Upgrade Guides for multiple versions, the first thing you should do when preparing for an upgrade to a
new CounterACT version is consult the CounterACT Release Notes for the appropriate version.
Release Notes as First Step:
According to the official documentation:
"Review the Forescout Release Notes for important information before performing any upgrade." The documentation emphasizes
this as a critical first step before any other upgrade activities.
What Release Notes Contain:
According to the upgrade guidance:
The Release Notes provide essential information including:
* Upgrade Paths - Which versions you can upgrade from and to
* Pre-Upgrade Requirements - System requirements and prerequisites
* End-of-Life Products - Products that must be uninstalled before upgrade
* Non-Supported Products - Products not compatible with the new version
* Module/Plugin Dependencies - Version compatibility requirements
* Known Issues - Potential problems and workarounds
* Upgrade Procedures - Step-by-step instructions
* Rollback Information - How to revert if needed



Critical Pre-Upgrade Information:
According to the Release Notes guidance:
"The upgrade process does not continue when end-of-life products are detected." Release Notes list:
* End-of-Life (EOL) Products - Must be uninstalled before upgrade
* Non-Supported Products - Must be uninstalled before upgrade
* Plugin Version Compatibility - Which plugin versions work with the new Forescout version Upgrade Order vs. Release Notes
Review:
According to the documentation:
While the order of upgrade (EM first, then Appliances) is important, consulting Release Notes comes FIRST because it determines
what needs to be done before any upgrade attempts.
The Release Notes tell you:
* Whether you can upgrade at all
* What must be uninstalled
* System requirements
* Compatibility information
Only AFTER reviewing Release Notes do you proceed with the actual upgrade sequence.
Why Other Options Are Incorrect:
* A. Upgrade the members first before upgrading the EM - This is the OPPOSITE of correct order; EM (Enterprise Manager)
should be upgraded first
* B. Upgrading an appliance is done through Options/Modules - This is not the upgrade path; upgrades are done through Tools >
Options > CounterACT Devices
* C. From the appliance CLI, fstool upgrade /tmp/counteract-v8.0.1.fsp - This is ONE possible upgrade method, but not the first
step; downloading and reviewing Release Notes comes first
* E. Upgrade only the modules compatible with the version you are installing - This is a consideration found IN the Release Notes,
not the first step itself Correct Upgrade Sequence:
According to the comprehensive upgrade documentation:
text
1. FIRST: Review Release Notes (determine what's needed)
2. Second: Check system requirements
3. Third: Uninstall EOL/non-supported products
4. Fourth: Back up Enterprise Manager and Appliances
5. Fifth: Upgrade Enterprise Manager
6. Sixth: Upgrade Appliances
Referenced Documentation:
* Before You Upgrade the Forescout Platform - v8.3
* Before You Upgrade the Forescout Platform - v9.1.2
* Forescout 8.1.3 Release Notes
* Installation Guide v8.0 - Upgrade section

NEW QUESTION # 84 
What information must be known prior to generating a Certificate Signing Request (CSR)?

A. Hostname, IP Address, and FQDN
B. IP address, CA, Host Name
C. CA, Domain Name, Administrators Name
D. Certificate extension, format requirements, Encryption Type
E. Revocation Authority, Certificate Extension, CA

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout RADIUS Plugin Configuration Guide and CSR Generation documentation, the information that must be
known prior to generating a Certificate Signing Request (CSR) is Hostname, IP Address, and FQDN.
Information Required for CSR Generation:
According to the RADIUS Plugin Configuration Guide:
"When you generate the certificate signing request (CSR), you must know the following information about the system requesting the
certificate:
* The hostname of the system
* The IP address of the system



* The FQDN (Fully Qualified Domain Name) of the system"
Standard CSR Requirements:
According to the official documentation:
When generating a CSR, the following information is typically requested:
* Common Name (CN) - The FQDN or hostname of the system
* IP Address - The IP address of the appliance or device
* Organization Name - The organization/company name
* Organization Unit (OU) - Department or division
* Locality (L) - City or town
* State (ST) - State or province
* Country (C) - Country code
* Key Type - Typically RSA (2048-bit minimum)
Core Required Elements:
The most critical information that MUST be known before generating the CSR:
* Hostname - The computer/appliance name (e.g., "counteract-em-01")
* IP Address - The management IP address of the appliance (e.g., "192.168.1.50")
* FQDN - The fully qualified domain name (e.g., "counteract-em-01.example.com") These three pieces of information are essential
because:
* The certificate's validity is tied to these identifiers
* The CSR encodes these values
* The CA uses this information to validate the certificate request
* Endpoints and systems verify certificates against these values
Why Other Options Are Incorrect:
* A. Certificate extension, format requirements, Encryption Type - These are configuration options, not prerequisite knowledge;
extension type (e.g., .pfx, .pem) is determined after CSR signing
* C. IP address, CA, Host Name - Missing FQDN; while CA information is needed eventually, it's not required to GENERATE the
CSR
* D. Revocation Authority, Certificate Extension, CA - Revocation authority and certificate extension are post-generation concerns;
not needed to generate CSR
* E. CA, Domain Name, Administrators Name - Administrator name is not necessary for CSR generation; CA information is
needed for obtaining signed certificate, not generating CSR CSR Generation Process:
According to the documentation:
* Gather Required Information - Collect hostname, IP address, and FQDN
* Generate CSR - Use tools like fstool cert gen to create the CSR file
* Answer Prompts - Provide the hostname, IP, and FQDN when prompted
* Submit to CA - Send the CSR file to a Certificate Authority for signing
* Receive Signed Certificate - CA returns the signed certificate
CSR File Output:
According to the documentation:
The CSR generation process creates a file (typically ca_request.csr) containing:
* The encoded hostname, IP address, and FQDN
* The public key
* The signature algorithm
* Other system identification information
This file is then submitted to a Certificate Authority for signing.
Referenced Documentation:
* Forescout RADIUS Plugin Configuration Guide v4.3 - Certificate Readiness section
* Create a Certificate Sign Request documentation
* How to Create a CSR (Certificate Signing Request) - DigiCert Reference
* RADIUS Plugin Configuration - System Certificate section

NEW QUESTION # 85
......
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