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GIAC Certified Incident Handler Sample Questions (Q198-Q203):

NEW QUESTION # 198
‘Which of the following attacks nvolves multiple compromised systemns to attack a single target?

o A.DDoS attack
e B. Brute force attack
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¢ C. Dictionary attack
¢ D. Replay attack

Answer: A

NEW QUESTION # 199
Which of the following can be used to perform session hijacking?
Each correct answer represents a complete solution. Choose all that apply.

A. Cross-site scripting
B. Session sidejacking
C. ARP spoofing

D. Session fixation

Answer: A,B,D

Explanation:
Section: Volume B

NEW QUESTION # 200
You discover that your network routers are being flooded with broadcast packets that have the return address of one of the servers
on your network. This is resulting in an overwhelming amount of traffic going back to that server and flooding it. What is this called?

A. Blue jacking
B. Syn flood

C. IP spoofing
D. Smurfattack

Answer: D

Explanation:
Section: Volume B
Explanation

NEW QUESTION # 201
Which of'the following systemns is used in the United States to coordinate emergency preparedness and incident
management among various federal, state, and local agencies?

A. National Incident Management System (NIMS)

B. National Disaster Management System (NDMS)

C. US Incident Management System (USIMS)

D. National Emergency Management System (NEMS)

Answer: A

NEW QUESTION # 202

Victor works as a professional Ethical Hacker for SecureEnet Inc. He wants to scan the wireless network of the company. He uses
a tool that is a free open-source utility for network exploration. The tool uses raw IP packets to determine the following;

What ports are open on our network systemns.

%hat hosts are available on the network.

ﬁenﬁfy unauthorized wireless access points.

%hat services (application name and version) those hosts are offering.
%hat operating systens (and OS versions) they are running.

%hat type of packet filters/firewalls are in use.



(=]
Which of the following tools is Victor using?

A. Sniffer
B. Nmap

C. Kismet
D. Nessus

Answer: B

NEW QUESTION # 203
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