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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q58-Q63):
NEW QUESTION # 58 
What should be considered when implementing fieldbus protocols over an Ethernet network?

A. Different protocols will need a bridging device to talk to each other
B. Communications between machines are limited to one host at a time
C. The network cannot be segmented into smaller subnets or VLANs
D. Different protocols cannot route across the same infrastructure

Answer: A

Explanation:
Fieldbus protocols are industrial communication standards used at lower levels of ICS networks. When these protocols are
implemented over Ethernet, several considerations arise:
Different fieldbus protocols (such as Modbus TCP, PROFINET, EtherNet/IP) have unique data formats and communication
methods.
To enable communication between devices using different protocols, a bridging device or gateway (D) is typically required to
translate between protocol types.
Other options are incorrect because:
(A) Ethernet allows multiple hosts to communicate simultaneously.
(B) Different protocols can coexist on the same physical infrastructure using VLANs or other segmentation.
(C) Networks can and should be segmented into VLANs for security and performance.
GICSP covers these considerations in the ICS Security Architecture domain emphasizing protocol interoperability and network
design.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
NIST SP 800-82 Rev 2, Section 5.3 (Fieldbus and Ethernet Protocols)
GICSP Training on Network Protocols and ICS Interoperability

NEW QUESTION # 59 
What kind of data could be found on a historian?

A. Information for supervising lower-level controllers in real-time
B. Information needed for billing customers
C. Diagrams depicting an overview of the process
D. Runtime libraries that software programs use

Answer: B

Explanation:
An industrial historian is a specialized database system designed to collect, store, and retrieve time-series data from industrial control
systems. It primarily stores process data, event logs, and measurements over time, which are essential for trend analysis, reporting,
and regulatory compliance.
Historian data is often used for billing purposes (A), especially in utilities and process industries, where consumption data is recorded
and later used to generate customer bills.
Option (B), real-time supervision of lower-level controllers, is typically handled by SCADA or control system software, not the
historian itself.
(C) Diagrams are stored in engineering tools or documentation repositories, not historians.
(D) Runtime libraries are software components and not stored on historians.
The GICSP curriculum clarifies that historians are central to operational analytics and long-term data storage but are not real-time
control systems themselves.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 6.3 (Data Historians and Data Acquisition) GICSP Training Materials on ICS Data Management

NEW QUESTION # 60 



Which of the following is a containment task within the six step incident handling process?

A. Checking to ensure that the most recent patches were deployed to a web application server
B. Creating a forensic image of a compromised workstation
C. Re-imaging a workstation that was exhibiting worm-like behaviour
D. Validate fix using a vulnerability scan of the hosts within the DMZ

Answer: C

Explanation:
Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.
Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.
(B) Creating forensic images is an evidence preservation task, not containment.
The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

NEW QUESTION # 61 
How is a WirelessHART enabled device authenticated?

A. Using a join key to send an encrypted request for the shared network key
B. Using the vendor hard-coded master key to obtain a link key
C. Using a WPA2 pre-shared key entered by an administrator
D. Using a PIN combined with the device MAC address

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
WirelessHART is a secure, industrial wireless protocol widely used in process control. Its security architecture uses a layered
approach including encryption and authentication mechanisms to protect communications.
WirelessHART devices authenticate by first using a join key, which is a shared secret configured in both the device and the network
manager. The device uses this join key to send an encrypted request to the network manager.
Upon successful authentication, the device receives the network key, which is used for encrypting ongoing communications within the
network.
This method ensures that only authorized devices can join the network and participate in secure communications.
WPA2 (A) is a Wi-Fi standard, not used in WirelessHART; the vendor hard-coded master key (C) is discouraged due to security
risks; and PIN plus MAC address (D) is not a WirelessHART authentication method.
This procedure is detailed in the GICSP's ICS Security Architecture domain, highlighting wireless device authentication protocols as
per WirelessHART specifications.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
WirelessHART Specification (HART Communication Foundation)
GICSP Training Module on Wireless Security and Protocols

NEW QUESTION # 62 
What is a benefit of log aggregation?

A. Simplifies initial setup of logging in the environment
B. Reduces system load on logging devices
C. Eliminates the need for baselining normal log activity
D. Assists in analysis of log data from multiple sources

Answer: D

Explanation:



Log aggregation involves collecting log data from multiple devices and systems into a centralized repository.
This provides a holistic view of the environment and enables security teams to correlate events across disparate sources. The key
benefit of log aggregation is that it:
Assists in analysis of log data from multiple sources (D) by providing a unified platform for searching, filtering, and correlating events,
enabling quicker detection of security incidents and comprehensive forensic investigations.
While log aggregation can help improve management, it does not simplify initial setup (A), nor does it inherently reduce system load
(B) because devices still generate logs locally. It also does not eliminate the need for baselining normal activity (C), which remains
essential for detecting anomalies.
GICSP stresses centralized logging as a critical component of effective ICS security monitoring and incident response.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-92 (Guide to Computer
Security Log Management) GICSP Training Materials on Security Monitoring and Incident Analysis

NEW QUESTION # 63
......
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