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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q53-Q58):
NEW QUESTION # 53 
What are the last four digits of the hash created when using openssl with the md5 digest on -/GlAC/film?

A. 0
B. 1
C. 3a46
D. 054a
E. f9d0
F. 14f9
G. 2
H. a77f
I. 4eif
J. c3d0

Answer: E

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In GICSP coursework and ICS cybersecurity practices, hashing files using cryptographic digests like MD5 is a fundamental method
for integrity verification and forensic validation. The command openssl md5 /GIAC
/film would compute the MD5 hash of the file named "film" in the GIAC directory.
MD5 produces a 128-bit hash typically displayed as 32 hexadecimal characters.
The last four digits correspond to the final two bytes of the hash output.
The hash can be verified using official lab instructions or via checksum verification tools recommended in GICSP training.
The hash ending with "f9d0" is the standard result based on the lab exercise data provided in official GICSP materials, which
emphasize the use of openssl for quick hash computations to confirm file integrity.

NEW QUESTION # 54 
Which of the following technologies uses Secure Simple Pairing (SSP) to pair devices?

A. Zigbee
B. Bluetooth
C. ISA100.11a
D. WirelessHART

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Secure Simple Pairing (SSP) is a security feature used in Bluetooth technology (B) to provide improved authentication and
encryption during device pairing.
Zigbee (A), WirelessHART (C), and ISA100.11a (D) use different security mechanisms adapted to industrial wireless environments
and do not use SSP.
GICSP training covers Bluetooth SSP as part of wireless security protocols.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
Bluetooth Core Specification (SSP)
GICSP Training on Wireless Security Protocols

NEW QUESTION # 55 
Which control helps prevent threats to Integrity?



A. Logging IDS alerts
B. Centralized LDAP authentication
C. Implementing digital signatures
D. Firewall egress filtering

Answer: C

Explanation:
Integrity in cybersecurity ensures that data and systems are not altered or tampered with in an unauthorized manner. To protect
integrity, controls must verify that data originates from a trusted source and has not been changed.
Digital signatures (D) provide cryptographic proof of data origin and integrity by enabling recipients to verify that the data has not
been altered since it was signed.
Firewall egress filtering (A) limits outbound traffic but primarily protects confidentiality and availability, not directly integrity.
Logging IDS alerts (B) supports detection and auditing but is reactive rather than preventive.
Centralized LDAP authentication (C) manages user authentication and access control, mainly protecting confidentiality and
accountability.
GICSP highlights digital signatures as a core control to maintain data integrity, especially for firmware, configuration files, and critical
commands within ICS.
Reference:
GICSP Official Study Guide, Domain: ICS Security Principles
NIST SP 800-82 Rev 2, Section 6.5 (Information Integrity Controls)
GICSP Training on Cryptographic Controls and Data Integrity

NEW QUESTION # 56 
Which type of device is the following configuration setting from?
deny modbus function write-multiple-holdingregisters

A. Application firewall
B. NIDS
C. Network firewall
D. SIEM

Answer: A

Explanation:
The configuration line denies a specific Modbus function code, which is a command-level filter for industrial protocols.
This type of control is typical of an application firewall (D) designed to understand and filter industrial control system protocols at the
application layer.
A network firewall (A) typically filters traffic based on IP addresses, ports, and protocols, but not protocol function codes.
NIDS (B) detects and alerts on suspicious traffic but does not usually enforce blocking rules.
SIEM (C) collects and analyzes logs, not real-time blocking.
GICSP emphasizes the role of application-layer firewalls in protecting ICS protocols like Modbus.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
NIST SP 800-82 Rev 2, Section 5.5 (Application Layer Security)
GICSP Training on ICS Protocol Security Controls

NEW QUESTION # 57 
Martin is writing a document that describes in general terms how to secure embedded operating systems. The document includes
issues that are specific to embedded devices vs desktop and laptop operating systems.
However, it does not call out specific flavors and versions of embedded operating systems. Which type of document is Martin
writing?

A. Guideline
B. Policy
C. Standard
D. Procedure

Answer: A



Explanation:
A Guideline (A) provides general recommendations and best practices without mandatory requirements or detailed instructions.
Procedures (B) are step-by-step instructions for specific tasks.
Standards (C) specify mandatory requirements, often with measurable criteria.
Policies (D) establish high-level organizational directives and rules.
Martin's document provides general, non-mandatory advice applicable broadly, fitting the definition of a guideline.
Reference:
GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-53 Rev 5 (Security Control
Documentation Types) GICSP Training on Security Documentation and Governance

NEW QUESTION # 58
......

We also offer a free demo version that gives you a golden opportunity to evaluate the reliability of the Global Industrial Cyber
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