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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q97-Q102):
NEW QUESTION # 97 
You are configuring logging for a security policy.
In this scenario, in which two situations would log entries be generated? (Choose two.)

A. at session close
B. every 60 seconds
C. every 10 minutes
D. at session initialization

Answer: A,D
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Explanation:
Log entries would be generated in two situations: at session initialization and at session close. At session initialization, the log entry
would include details about the connection, such as the source and destination IP addresses, the service being used, and the action
taken by the security policy. At session close, the log entry would include details about the connection, such as the duration of the
session, the bytes sent/received, and the action taken by the security policy. For more information, you can refer to the Juniper
Security documentation at
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/security- log-co

NEW QUESTION # 98 
You administer a JSA host and want to include a rule that sets a threshold for excessive firewall denies and sends an SNMP trap
after receiving related syslog messages from an SRX Series firewall.
Which JSA rule type satisfies this requirement?

A. common
B. flow
C. offense
D. event

Answer: C

Explanation:
An offense rule in JSA is designed to aggregate multiple events or log entries based on specified criteria into a single offense, which
can then trigger responses such as notifications or actions like sending an SNMP trap. This type of rule is well-suited for scenarios
where you need to monitor for patterns or rates of events, such as excessive firewall denies, and take action when these exceed
defined thresholds.
Offense rules can analyze both event and flow data, making them highly versatile for comprehensive security monitoring.

NEW QUESTION # 99 
Which two types of SSL proxy are available on SRX Series devices? (Choose two.)

A. Web proxy
B. client-protection
C. server-protection
D. DNS proxy

Answer: B,C

Explanation:
Based on SSL proxy is a feature that allows SRX Series devices to decrypt and inspect SSL/TLS traffic for security purposes.
According to SRX Series devices support two types of SSL proxy:
Client-protection SSL proxy also known as forward proxy - The SRX Series device resides between the internal client and outside
server. It decrypts and inspects traffic from internal users to the web.
Server-protection SSL proxy also known as reverse proxy - The SRX Series device resides between outside clients and internal
servers. It decrypts and inspects traffic from web users to internal servers.

NEW QUESTION # 100 
You want to manually failover the primary Routing Engine in an SRX Series high availability cluster pair.
Which step is necessary to accomplish this task?

A. Manually request the failover and identify the secondary node
B. Implement the control link recover/ solution before adjusting the priorities.
C. Adjust the priority in the configuration on the secondary node.
D. Issue the set chassis cluster disable reboot command on the primary node.

Answer: A

Explanation:
This step involves issuing a command to manually initiate a failover from the primary Routing Engine to the secondary. This can



typically be done using a command like request chassis cluster failover redundancy-group <group-number> node <node-id>, where
<group-number> is the redundancy group you are failing over, and <node-id> specifies the node to which you want to failover
(usually the secondary node). This command forces the designated node to take over as primary for the specified redundancy group.

NEW QUESTION # 101 
You are asked to determine how much traffic a popular gaming application is generating on your network.
Which action will you perform to accomplish this task?

A. Enable AppTrack on the proper security zones.
B. Enable AppQoS on the proper security zones
C. Enable screen options on the proper security zones
D. Enable APBR on the proper security zones

Answer: A

Explanation:
AppTrack is a feature of Juniper Networks firewall solutions that allows administrators to track applications, users, and the amount
of traffic generated by those applications on the network. AppTrack can be enabled on specific security zones of the network to
monitor traffic on those zones. This feature can be used to determine how much traffic a popular gaming application isgenerating on
the network.
For more information, please refer to the Juniper Networks JNCIS-SEC Study Guide.
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