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“There is no royal road to learning,”” Learning in the eyes of most people is a difficult thing. People are often not motivated and but
have a fear of learning. However, the arrival of MTCNA study materials will make you no longer afraid of learnng. MTCNA study
material provides you with a brand-new learning method that lets you get rid of heavy schoolbags, lose boring textbooks, and let you
master all the important knowledge in the process of making a question. Please believe that with MTCNA Study Materials, you will
fall in love with learning,

One of the most popular certifications offered by MikroTik is the MikroTik Certified Network Associate (MTCNA) certification.
MikroTik Certified Network Associate Exam certification is designed for network administrators, technicians, and other IT
professionals who work with MikroTik routers and other networking equipment. The MTCNA Exam Tests candidates on their
understanding of basic networking concepts, as well as their ability to configure and troubleshoot MikroTik routers.
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Top MTCNA Related Exams Free PDF | High Pass-Rate MTCNA Trusted
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It is universally accepted that the conmpetition in the labor market has become more and more competitive in the past years. In order
to gain some competitive advantages, a growing number of people have tried their best to pass the MTCNA exam Because a lot of
people hope to get the certification by the related exam, now many leaders of companies prefer to the candidates who have the
MTCN Acertification. In their opinions, the certification is a best reflection of the candidates’ work ability, so more and more leaders
of companies start to pay more attention to the MTCNA certification of these candidates. If'you also want to come out ahead, it is
necessary for you to prepare for the exam and get the related certification.

Topics of MikroTik Certified Network Associate (MTCNA) Exam

The syllabus may get updated anytime so it is always recommended to visit the official website of MikroTik or check the updated
MTCNA exam dumps to access the latest course contents. The following contents are included in the MikroTik Certified Network
Associate (MTCNA) exam:

1. Introduction

This module constitutes of the following subtopics:
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Basic Firewall - NAT masquerade
Package types

Router identity

RouterOS CLI principles

Editing an export file

Managing configuration backups
About MikroTik

Manage RouterOS services

Initial configuration (Internet access)
SSH and Telnet

Default configuration

Ways of upgrading

Manage RouterOS logins

What is RouterOS

Reinstalling a RouterOS device (Netinstall)
Saving and restoring the backup
First time accessing the router

New terminal in WinBox/WebFig
Null Modem cable

Command history and its benefits
RouterOS command-line mterface (CLI)
Resetting a RouterOS device

WAN DHCP-client

2. DHCP
This module constitutes of the following subtopics:

Address Resolution Protocol (ARP)
Leases management

DHCP server network configuration
RouterOS ARP table

3. Bridging

This module constitutes of the following subtopics:
¢ Bridge wireless networks
¢ Bridging overview
¢ Adding ports to bridges

4. Routing

This module constitutes of the following subtopics:

Routing concepts
Static routing
Route flags
Routing overview

5. Wireless
This module constitutes of the following subtopics:

Default Forward

Monitoring Tools

Registration table

Connect List

WPS accept, WPS client

Frequencies (bands, channels) data-rates / chains (tx power, RX sensitivity, country regulations)
Access List

Wireless Security and Encryption



6. Firewall
This module constitutes of the following subtopics:

Destination NAT

Structure, chains, and actions
Protecting your router (input)
Connection tracking and states
Protection your customers (forward)
Firewall Filter in action

FastTrack

DST-nat and redirect actions

7. QoS
This module constitutes of the following subtopics:

Pcq-rate configuration
One Sinple queue for the whole network (PCQ)
Target

Bursting

8. Tunnels
This module constitutes of the following subtopics:

PPPoE server

Assigning to a service

PPPOE service-name

PPP secret

SSTP client

PPTP client and a PPTP server (Quick Set)
PPP status

PPP profile

Creating pool

9. Misc
This module constitutes of the following subtopics:

support.rif, autosupout.rif and viewer
Graphs

The Dude

Interface traffic monitor

Ping

Contacting support@mikrotik.com
Readable configuration (item comments and names)
Netwatch

Traceroute

Network diagranms

System logs, enabling debug logs
E-mail

Profiler (CPU load)

MikroTik Certified Network Associate Exam Sample Questions (Q111-
Q116):

NEW QUESTION # 111
Mangle Routing (routing-mark) is possible, by using chains:

e A forward and postrouting
e B. forward and output
e C. nput and output


mailto:support@mikrotik.com

e D. prerouting and forward
e E. prerouting and output

Answer: B

NEW QUESTION # 112

What are the two main types of access control lists (ACLs)?
* Standard

* IEEE

* Extended

* Specialized

A.3and4
B.2and 4
C.land2
D.1and 3

Answer: D

Explanation:

Cisco IOS supports two primary types of ACLs:

* Standard ACLs: Filter traffic based only on source IP address

* Extended ACLs: Filter traffic based on source, destination IP, protocol type, and port numbers Cisco IOS Security Guide - ACL
Fundamentals:

"Standard ACLs use only source [P for filtering. Extended ACLs can match based on source, destination, ports, and protocols."
Rene Meneses MTCNA Study Guide - ACL Types:

"Two types of IP ACLs: standard and extended. IEEE or specialized ACLs do not exist in Cisco terminology." Other options:

* IEEE: Refers to Ethernet or wireless standards, not ACLs

* Specialized: Not a defined ACL type

NEW QUESTION # 113
To connect your MikroTik router to a wireless access point, you have to:

¢ A Use the same Radio Name
¢ B. Use the same SSID as on accesspoint
e C. Use the same Band (5 GHz, 2.4 GHz, ...)

Answer: B,C

Explanation:

To establish a wireless client connection to an access point:

* The SSID must match exactly - including capitalization.

* The Band must be compatible - i.e., both devices must support and use the same frequency band (2.4 GHz or 5GHz).

* Radio Name is an identifier for display purposes only and does not affect connectivity.

Option Analysis:

* A#Required - Matching SSID is essential.

* B.#Not Required - Radio Name is just a display label in tools like Winbox.

* C.#Required - Band compatibility is critical to ensure the device can "see" and connect to the AP.

Extract from Official MTCNA Course Material - Wireless Client Configuration:

"To connect to an AP, the client must use the same SSID and operate on a compatible band and frequency." Extract from Rene
Meneses MTCNA Study Guide - Wireless Modes:

"SSID and band must match to connect. Radio name is not used in the authentication or association process." Extract from Terry
Combs Notes - Wireless Settings:

"SSID is like the network name, and it nust be identical. Mismatched bands (e.g., 2.4 vs SGHz) will prevent discovery."

NEW QUESTION # 114
Ifyou wish to block user access to MSN messenger, which chain should the firewall rule be placed in?



A. forward
B. output
C. process
D. mput

Answer: A

NEW QUESTION # 115
MikroTik RouterOS commands can be run once a day by:

e A /system watchdog
¢ B. /systemcron
e (. /system scheduler

Answer: C

Explanation:

MikroTik RouterOS uses the /system scheduler to execute scripts or commands at defined times or intervals.
It allows for automation of tasks such as backups, reboots, updates, and more.

Evaluation:

* A. /system watchdog ##Used for hardware monitoring and rebooting if the system fieezes.

* B. /system cron ##Not available in MikroTik RouterOS (RouterOS doesn't use cron syntax).

* C. /system scheduler ##Correct. Built-in RouterOS feature for scheduled command execution.

MTCNA Course Manual - System Scheduler Section:

"Use /system scheduler to run scripts or commands at regular intervals or specific times." Rene Meneses Guide - Automating Tasks:
"Scheduler is the only built-in time-based job handler in RouterOS."

Terry Combs Notes - Script Automation:

"RouterOS uses scheduler, not cron. Schedule by time or nterval."

NEW QUESTION # 116
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