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NEW QUESTION # 57
Device discovery information is stored in which database?
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A. CMDB

B. Event DB
C.SVN DB
D. Profile DB

Answer: A

Explanation:

Device Discovery Information: Information about discovered devices, including their configurations and statuses, is stored in a
specific database.

CMDB: The Configuration Management Database (CMDB) is used to store detailed information about the devices discovered by
FortiSIEM.

* Function: It maintains comprehensive details about device configurations, relationships, and other metadata essential for managing
the IT infrastructure.

Significance: Storing discovery information in the CMDB ensures that the FortiSIEM system has a centralized repository of device
information, facilitating efficient management and monitoring.

References: FortiSIEM 6.3 User Guide, Configuration Management Database (CMDB) section, which details the storage and usage
of device discovery information.

NEW QUESTION # 58
Which process converts raw log data to structured data?

A. Data validation

B. Data parsing

C. Data classification
D. Data enrichment

Answer: B

Explanation:

Raw Log Data: When devices send logs to FortiSIEM, the data arrives in a raw, unstructured format.

Data Parsing Process: The process that converts this raw log data into a structured format is known as data parsing,

* Data Parsing: This involves extracting relevant fields from the raw log entries and organizing them into a structured format, making
the data usable for analysis, reporting, and correlation.

Significance of Structured Data: Structured data is essential for effective event correlation, alerting, and generating meaningful
reports.

References: FortiSIEM 6.3 User Guide, Data Parsing section, which details how raw log data is transformed into structured data

through parsing,

NEW QUESTION # 59
An administrator defines SMTP as a critical process on a Linux server.
Ifthe SMTP process is stopped, FortiSIEM would generate a critical event with which event type?

A. PH DEV_MON_SMTP_STOP
B. Postfix-Mail-Slop
C.PH_DEV_MON_PROC_STOP
D. Generic SMTP Process Exit

Answer: C

NEW QUESTION # 60
In FortiSIEM enterprise licensing mode, it the link between the collector and data center FortiSIEM cluster is down, what happens?

A. The collector processes stop, and events ate dropped.

B. The collector continues performance collection of devices, but slops receiving syslog,
C. The collector buffers events

D. The collector drops incoming events like syslog. but stops performance collection.



Answer: B

Explanation:

Enterprise Licensing Mode: In FortiSIEM enterprise licensing mode, collectors are deployed in remote sites to gather and forward
data to the central FortiSIEM cluster located in the data center.

Collector Functionality: Collectors are responsible for receiving logs, events (e.g., syslog), and performance metrics from devices.
Link Down Scenario: When the link between the collector and the FortiSIEM cluster is down, the collector needs a mechanism to
ensure no data is lost during the disconnection.

Event Buffering: The collector buffers the events locally until the connection is restored, ensuring that no incoming events are lost.
This buffered data is then forwarded to the FortiSIEM cluster once the link is re- established.

References: FortiSIEM 6.3 User Guide, Data Collection and Buffering section, explains the behavior of collectors during network
disruptions.

NEW QUESTION # 61

Refer to the exhibit.

[root@FSM NSE5 bin]#./phLicenseTc ',’. --callect license ‘reg.dat

[PH_GENERIC DEBUG ] [eventSeverity]: DEBUG, [preéName] =<unknown>, [fileName]=phMiscUtils.cpp,
...r‘f'\.l'rm-"'} 992, 1 gDetail ‘-Inrozn*o ethD . IP = 192.168.69.109

TFI:IHTUIITH’T MET purput file: license TH‘:.‘!&T

An administrator is investigating a FortiSIEM license issue.
The procedure is for which offline licensing condition?

A. The procedure is for offline license debug.

B. The procedure is for offline license registration.
C. The procedure is for offline license verification.
D. The procedure is for offline license validation.

Answer: B

Explanation:

* Offline Licensing in FortiSIEM: FortiSIEM provides mechanisms for offline licensing to accommodate environments without direct
mternet access.

* License Tool Command: The command ./phLicenseTool --collect license req.dat is used to collect license information necessary
for offline regjstration.

* Procedure Analysis: The exhibit shows the output of this command, which indicates the collection of license information to a file
named license req.dat.

* Offline License Registration: This collected data file is then typically uploaded to the FortiSIEM support portal or provided to the
FortiSIEM support team for processing and generating a license file.

* Reference: FortiSIEM 6.3 Admnistration Guide, Licensing section, details the procedures for both online and offline license
registration, including the use of the phLicenseTool for offline scenarios.
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