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WGU Information Technology Management QGC1 Sample Questions (Q95-
Q100):
NEW QUESTION # 95 
Which pair of terms describes an add-on that purports to serve a useful function while transmitting user data and displaying pop-up
boxes without the user's knowledge or permission?

A. Downtime and uptime
B. Hackers and viruses
C. Ethics and cost
D. Adware and spyware

Answer: D

Explanation:
* Definition of Adware and Spyware:
* Adware:Software that displays unwanted advertisements.
* Spyware:Software that covertly collects user data without consent.
* The combination of adware and spyware often masquerades as a legitimate add-on but operates maliciously.
* Key Characteristics:
* Adware displayspop-up advertisements, while spyware transmitsuser datato external parties.
* Both operatewithout the user's permission or knowledge.
* Incorrect Options Analysis:
* A. Downtime and uptime:Relates to system availability, not malicious software.
* B. Hackers and viruses:Refers to broader cybersecurity threats, not specific software.
* C. Ethics and cost:Unrelated to malicious software behavior.
References and Documents of Information Technology Management:
* "Adware and Spyware: Detection and Prevention" (SANS Institute).
* ITIL Information Security Practices (Axelos).

NEW QUESTION # 96 
Which type of operating system is commonly used in specialized business devices like point-of-sale systems, industrial controllers, or
smart appliances?

A. A Chrome OS cloud-based system used to access web applications from a laptop
B. A desktop system used to run office productivity software
C. A Linux-based system designed to operate on embedded hardware
D. A mobile system designed for personal communication and entertainment

Answer: C

Explanation:
Embedded operating systems are lightweight operating systems designed for specialized hardware with specific functions. These are
often Linux-based and optimized for devices such as point-of-sale (POS) systems, industrial controllers, smart appliances, and
medical devices. They provide stability, security, and resource efficiency in environments where the device is dedicated to one or a
few specialized tasks.
Option A: Refers to general-purpose desktop OS (e.g., Windows, macOS), not specialized.
Option B: Refers to Chrome OS, which is designed for laptops and cloud computing.
Option D: Refers to mobile OS (Android/iOS), focused on consumer use, not industrial or specialized embedded devices.
Thus, the correct answer is a Linux-based embedded operating system.
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Reference:
WGU Information Technology Management - Operating System Types and Applications, section on Embedded Operating Systems.

NEW QUESTION # 97 
Which protocol provides for the collection, organization, and modification of information about managed devices on IP networks?

A. File Transfer Protocol (FTP)
B. Telnet protocol (TELNET)
C. Hypertext Transfer Protocol (HTTP)
D. Simple Network Management Protocol (SNMP)

Answer: D

Explanation:
SNMP (Simple Network Management Protocol) is used for monitoring and managing network devices such as routers, switches,
and servers. It allows administrators to gather network performance data and configure devices remotely.
References:
* Stallings, W. (2013). Foundations of Modern Networking. Pearson.

NEW QUESTION # 98 
What is a common risk associated with outsourcing software development?

A. Lack of flexibility to respond to rapid market changes
B. Short-term contracts that are difficult to renew
C. High cost of developers' salaries
D. Risk of breach of confidential information

Answer: D

Explanation:
* Common Risks of Outsourcing Software Development:
* One of the most significant risks is the potential forbreaches of confidential information.
* Outsourcing often involves sharing sensitive company data with third-party vendors, increasing the risk ofdata misuse or leaks.
* Why This Risk is Common:
* Outsourcing partners may not have the same level of security measures as the organization.
* Compliance issues can arise if vendors do not adhere to industry regulations.
* Incorrect Options Analysis:
* B. High cost of developers' salaries:Outsourcing is generally cost-effective compared to in- house salaries.
* C. Lack of flexibility:Many outsourcing providers are designed to adapt to changes.
* D. Short-term contracts:While challenging, these are manageable compared to confidentiality risks.
References and Documents of Information Technology Management:
* "Mitigating Outsourcing Risks: Confidentiality and Compliance" (Gartner).
* ISO/IEC 27001 Security Standards (Data Protection in Outsourcing).

NEW QUESTION # 99 
Which epolicy is the starting point and the umbrella for all other policies the organization might establish?

A. Computer use
B. Email privacy
C. Acceptable use
D. Information privacy

Answer: C

NEW QUESTION # 100
......
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