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WGU Managing Cloud Security (JY02) Sample Questions (Q25-Q30):
NEW QUESTION # 25 
Developers need to be aware of a common application programming interface (API) threat that occurs when attackers send
malicious code through a form input to a web application so that it may then be executed.
Which type of attack represents this API threat?

A. On-path
B. Injection
C. Credential
D. Denial-of-service

Answer: B

Explanation:
The described scenario is aninjection attack. Injection occurs when unvalidated input-such as SQL commands, script code, or OS
instructions-is sent to an application through API forms or parameters. If the application fails to sanitize input, the attacker's code
may be executed with full system privileges.
On-path attacks intercept communication, credential attacks target authentication, and denial-of-service floods services. None
involve code execution via unvalidated input.
Injection is a top risk in OWASP API Security Top 10. Developers must implement input validation, parameterized queries, and
least privilege principles to mitigate this risk. API gateways and WAFs provide additional layers of protection but cannot replace
secure coding practices.

NEW QUESTION # 26 
Which steps should an organization take to avoid risk when dealing with software licensing?

A. It should ensure it only uses closed-source licenses.
B. It should ensure it has the correct location to store licenses.
C. It should ensure it has the correct type of license.
D. It should ensure it only uses open-source licenses.

Answer: C

Explanation:
The primary safeguard against licensing risk is ensuring the organization has thecorrect type of license.
Software licenses define usage rights, limitations, and legal obligations. Using software outside of license terms can lead to legal
penalties, financial fines, and reputational damage.
Location of licenses is a management issue, not a risk control. Restricting usage to closed-source or open- source alone is not
practical, as both models require compliance with license agreements.
Correct licensing includes verifying user counts, subscription terms, geographic restrictions, and intended use.
It also involves monitoring for unauthorized installations and conducting regular audits. Proper license management ensures legal
compliance, cost control, and operational continuity.

NEW QUESTION # 27 
An organization creates a plan for long-term cloud storage of its backup data. What should the organization address to avoid losing
access to its data?

A. Key management
B. Quantum computing
C. Change tracking
D. Regulatory compliance
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Answer: A

Explanation:
The most critical concern in long-term cloud storage iskey management. If encryption keys are lost, corrupted, or improperly
rotated, the organization will lose the ability to decrypt its own data, rendering backups unusable. This issue is particularly serious
because cloud storage almost always relies on encryption to secure sensitive or regulated information.
While regulatory compliance, quantum threats, and change tracking are important, none directly prevent permanent data loss. The
reliability of key management ensures that access to long-term archival data is preserved across changes in personnel, technology,
and vendors.
Best practices include using centralized key management systems (such as Hardware Security Modules or cloud Key Management
Services), applying role-based controls, and performing periodic key rotation and escrow. Addressing key management in the
backup plan ensures that data will remain accessible for years or decades, regardless of technological shifts.

NEW QUESTION # 28 
An engineer needs to create segmentation using the built-in tools provided by the company's cloud provider.
The InfoSec team has given the engineer directions to limit traffic using a security group between two cloud deployments in the
organization. Which mechanisms should the engineer use to create this segmentation?

A. Unique identifiers and protocols
B. MAC addresses and protocols
C. Ports and protocols
D. Definitions and protocols

Answer: C

Explanation:
Cloudsecurity groupstypically filter traffic based onports and protocols. By allowing or denying specific port/protocol combinations,
engineers can control communication between deployments. For example, permitting HTTPS (TCP port 443) while blocking other
ports enforces segmentation.
MAC addresses are not used in cloud-level segmentation because they apply to physical networks. Unique identifiers and definitions
are not practical mechanisms for traffic filtering.
Using ports and protocols aligns with the principle of least privilege by ensuring that only necessary communication pathways exist.
In multi-deployment or hybrid cloud setups, this reduces the attack surface and prevents lateral movement by malicious actors.
Security groups thereby provide logical network segmentation without requiring physical infrastructure changes.

NEW QUESTION # 29 
Which U.S. law requires all publicly traded corporations in the United States to provide information about their financial status and
implements controls to ensure the accuracy of the disclosed information?

A. The Gramm-Leach-Bliley Act (GLBA)
B. The Sarbanes-Oxley (SOX) Act
C. The General Data Protection Regulation (GDPR)
D. The Clarifying Lawful Overseas Use of Data (CLOUD) Act

Answer: B

Explanation:
TheSarbanes-Oxley (SOX) Act of 2002was enacted to restore investor confidence after major corporate accounting scandals. It
requires publicly traded corporations to maintain accurate financial reporting and implement internal controls to safeguard the
integrity of disclosed information.
GLBA focuses on protecting consumer financial data, GDPR is a European regulation governing privacy, and the CLOUD Act
addresses cross-border law enforcement access to data. Only SOX directly mandates financial disclosure and corporate
accountability.
SOX compliance includes maintaining audit trails, securing data integrity, and ensuring that executives certify financial statements.
Failure to comply carries severe penalties, both civil and criminal. For cloud environments, SOX compliance extends to ensuring IT
systems used for financial data are secure, monitored, and auditable.
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