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NEW QUESTION # 173
Clients on access points within an AP group are not receiving multicast traffic after roaming to another AP within the AP group.
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Which action maintains multicast connectivity?

A. Enable IGMP snooping,

B. Enable a unique NAS-ID for the AP group.

C. Enable NAC out-of-band support.

D. Enable an ACL on the router that serves the VLLAN or subnet.

Answer: A

NEW QUESTION # 174
What must be configured on ISE version 2.1 BYOD when using Single SSID?

A. 802.1x

B. open authentication
C. WPA2

D. no authentication

Answer: C

Explanation:
« SSID Name - SecurityhabCorp
e Security - WPA2 Enterprise
« Allowed Protoeol- TLS
* Certifidaje Template - BYOD

NEW QUESTION # 175
An engineer is considering an MDM integration with Cisco ISE to assist with security for lost devices.
Which two functions of MDM increase security for lost devices that access data from the network? (Choose two.)

A. Jaibreak/root detection
B. data loss prevention

C. data encryption

D. data wipe

E. PIN enforcement

Answer: D,E

Explanation:
Critical MDM functions include-but are not limited to: « L 13

[EIN enforcement Enforcing a PIN locklis the first and thsteffective steplin preventing
unauthorized access to a device; furthermore, strong password policies can also be
enforced by an MDM, reducing the likelihood of brute-force attacks.

|Data Wipe—Lost or stolen devices.can be remotely full- or partial-wiped] either by the user
or by an administrator via the MDM.

NEW QUESTION # 176

A network is set up to support wired and wireless clients. Both types must authenticate using

802.1X before connecting to the network. Different types of client authentication must be separated on a Cisco ISE deployment.
Which two configuration itens achieve this task? (Choose two.)

A. device profiles

B. policy results

C. separate networks
D. policy sets

E. policy groups



Answer: B,D

Explanation:
The overall policy for wired and wireless will be different, as will the authorization result within each policy.

NEW QUESTION # 177
Where is Cisco Hyperlocation enabled on a Cisco Catalyst 9800 Series Wireless Controller web interface?

A. Policy Profile
B. Flex Profile

C. RF Profile

D. AP Join Profile

Answer: D

Explanation:
Explanation/Reference: https//www.cisco.convc/en/us/td/docs/wireless/controller/9800/config-guide/b wl 16 10 cg/cisco-
hyperlocation.html

NEW QUESTION # 178
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