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CompTIA SecurityX Certification Exam Sample Questions (Q21-Q26):
NEW QUESTION # 21 
A company receives several complaints from customers regarding its website. An engineer implements a parser for the web server
logs that generates the following output:

which of the following should the company implement to best resolve the issue?

A. IDS
B. WAF
C. NAC
D. CDN
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Answer: D

Explanation:
The table indicates varying load times for users accessing the website from different geographic locations. Customers from Australia
and India are experiencingsignificantly higher load times compared to those from the United States. This suggests that latency and
geographical distance are affecting the website's performance.
A . IDS (Intrusion Detection System): While an IDS is useful for detecting malicious activities, it does not address performance
issues related to latency and geographical distribution of content.
B . CDN (Content Delivery Network): A CDN stores copies of the website's content in multiple geographic locations. By serving
content from the nearest server to the user, a CDN can significantly reduce load times and improve user experience globally.
C . WAF (Web Application Firewall): A WAF protects web applications by filtering and monitoring HTTP traffic but does not
improve performance related to geographical latency.
D . NAC (Network Access Control): NAC solutions control access to network resources but are not designed to address web
performance issues.
Implementing a CDN is the best solution to resolve the performance issues observed in the log output.
Reference:
CompTIA Security+ Study Guide
"CDN: Content Delivery Networks Explained" by Akamai Technologies
NIST SP 800-44, "Guidelines on Securing Public Web Servers"

NEW QUESTION # 22 
Which of the following best describes the reason a network architect would enable forward secrecy on all VPN tunnels?

A. The business requirements state that confidentiality is a critical success factor.
B. Modern cryptographic protocols list this process as a prerequisite for use.
C. This process reduces the success of attackers performing cryptanalysis.
D. This process is a requirement to enable hardware-accelerated cryptography.

Answer: C

Explanation:
Forward secrecy, also known as perfect forward secrecy, is a feature of certain key agreement protocols that ensures session keys
will not be compromised even if the server's private key is compromised in the future. By enabling forward secrecy on VPN tunnels,
each session uses a unique key, and these keys are not derived from a common master key. This means that even if an attacker
obtains the server's private key, they cannot decrypt past sessions, thereby significantly reducing the effectiveness of cryptanalysis
attacks.

NEW QUESTION # 23 
An incident response team is analyzing malware and observes the following:
* Does not execute in a sandbox
* No network loCs
* No publicly known hash match
* No process injection method detected
Which of the following should the team do next to proceed with further analysis?

A. Check for an anti-virtualization code in the sample
B. Use an online vims analysis tool to analyze the sample
C. Utilize a new deployed machine to run the sample.
D. Search oilier internal sources for a new sample.

Answer: A

Explanation:
Malware that does not execute in a sandbox environment often contains anti-analysis techniques, such as anti- virtualization code.
This code detects when the malware is running in a virtualized environment and alters its behavior to avoid detection. Checking for
anti-virtualization code is a logical next step because:
It helps determine if the malware is designed to evade analysis tools.
Identifying such code can provide insights into the malware's behavior and intent.
This step can also inform further analysis methods, such as running the malware on physical hardware.



NEW QUESTION # 24 
An organization is developing on Al-enabled digital worker to help employees complete common tasks such as template
development, editing, research, and scheduling. As part of the Al workload the organization wants to Implement guardrails within the
platform. Which of the following should the company do to secure the Al environment?

A. Limn the platform's abilities to only non-sensitive functions
B. Enhance the training model's effectiveness.
C. Require end-user acknowledgement of organizational policies.
D. Grant the system the ability to self-govern

Answer: A

Explanation:
Limiting the platform's abilities to only non-sensitive functions helps to mitigate risks associated with AI operations. By ensuring that
the AI-enabled digital worker is only allowed to perform tasks that do not involve sensitive or critical data, the organization reduces
the potential impact of any security breaches or misuse.
Enhancing the training model's effectiveness (Option B) is important but does not directly address security guardrails. Granting the
system the ability to self-govern (Option C) could increase risk as it may act beyond the organization's control. Requiring end-user
acknowledgement of organizational policies (Option D) is a good practice but does not implement technical guardrails to secure the
AI environment.
Reference:
CompTIA Security+ Study Guide
NIST SP 800-53 Rev. 5, "Security and Privacy Controls for Information Systems and Organizations" ISO/IEC 27001, "Information
Security Management"

NEW QUESTION # 25 
Which of the following best explains the business requirement a healthcare provider fulfills by encrypting patient data at rest?

A. Protecting privacy while supporting portability
B. Providing for non-repudiation of data
C. Securing data transfer between hospitals
D. Reducing liability from identity theft

Answer: A

Explanation:
Encrypting patient data at rest ensures that sensitive information is protected from unauthorized access, thereby maintaining patient
privacy. Additionally, encryption supports data portability by allowing secure transfer and storage of data across different systems
and devices without compromising confidentiality. This practice is crucial for healthcare providers to comply with regulations such as
the Health Insurance Portability and Accountability Act (HIPAA), which mandates the protection of patient information.

NEW QUESTION # 26
......
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