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CompTIA Cloud+ (2024) Sample Questions (Q206-Q211):
NEW QUESTION # 206 
A high-usage cloud resource needs to be monitored in real time on specific events to guarantee its availability.
Which of the following actions should be used to meet this requirement?

A. Configure a ping command to identify when the cloud instance is out of service.
B. Create a dashboard with visualizations to filter the status of critical activities.
C. Collect all the daily activity from the cloud instance and create a dump file for analysis.
D. Schedule an hourly scan of the network to check for the availability of the resource.

Answer: B

Explanation:
To guarantee real-time monitoring of a high-usage cloud resource, creating a dashboard with visualizations to filter the status of
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critical activities is effective. This allows for a quick visual assessment of the system's health and performance, enabling immediate
action if specific events indicate potential issues with availability.References: Real-time monitoring and the use of dashboards for
tracking critical cloud resources are part of the cloud management best practices covered under the CompTIA Cloud+ objectives.

NEW QUESTION # 207 
A company implements a web farm with 100 servers behind an application load balancer. Dunng scaling events, new web servers
that are placed in service have not loaded all their modules, which causes some requests to the web farm to fail. Which of the
following should the cloud engineer implement to address the scaling issue?

A. Event-based scaling
B. Load balancer passthrough
C. Scheduled scaling
D. Instance warm-up

Answer: D

Explanation:
Implementing an instance warm-up period can address the issue of new web servers not having all modules loaded during scaling
events. This warm-up period allows new instances to fully initialize and start serving traffic only when they are ready, preventing
failed requests.
Scaling strategies and their operational impact, including the concept of instance warm-up, are covered under cloud infrastructure
management in the CompTIA Cloud+ curriculum.

NEW QUESTION # 208 
Users report being unable to access an application that uses TLS 1.1. The users are able to access other applications on the internet.
Which of the following is the most likely reason for this issue?

A. Privileged access was implemented.
B. Changes were made on the web server to address vulnerabilities.
C. The firewall was modified.
D. The security team modified user permissions.

Answer: B

Explanation:
If users are unable to access an application that uses TLS 1.1 but can access other internet applications, it is likely that changes were
made on the web server to address vulnerabilities, such as disabling outdated and less secure protocols like TLS 1.1. References:
CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Security

NEW QUESTION # 209 
A cloud administrator needs to collect process-level, memory-usage tracking for the virtual machines that are part of an autoscaling
group. Which of the following is the best way to accomplish the goal by using cloud-native monitoring services?

A. Deploying the cloud-monitoring agent software
B. Enabling memory monitoring in the VM configuration
C. Scheduling a script to collect the data
D. Configuring page file/swap metrics

Answer: A

Explanation:
To collect process-level, memory-usage tracking for virtual machines, deploying cloud-monitoring agent software is the best
approach. The agent can gather detailed system metrics and send them to the cloud-native monitoring services for analysis and
visualization. References: CompTIA Cloud+ Study Guide (Exam CV0-
004) - Chapter on Cloud Monitoring



NEW QUESTION # 210 
A company experienced a data leak through its website. A security engineer, who is investigating the issue, runs a vulnerability scan
against the website and receives the following output:

Which of the following is the most likely cause of this leak?

A. RTMP port open
B. Insecure protocol
C. SQL injection
D. Privilege escalation

Answer: B

Explanation:
The data leak is most likely caused by the use of an insecure protocol. The vulnerability scan output shows that port 21/tcp for FTP
(File Transfer Protocol) is open. FTP is known for transmitting data unencrypted, which could allow sensitive data to be intercepted
during transfer.

NEW QUESTION # 211
......
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