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Google Professional Chrome Enterprise Administrator Certification Exam
Sample Questions (Q11-Q16):
NEW QUESTION # 11 
Users in the organization report that browsers force a restart after a new update has been downloaded, which interrupts their work
day What could an engineer do to improve the experience while maintaining security?

A. Add a quiet period to the Relaunch notification
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B. Set the auto update check policy to occur during core work hours
C. Change Chrome browser updates to only occur when a user checks
D. Create a relaunch window in Relaunch notification

Answer: D

Explanation:
To minimize disruption while ensuring updates are applied, an engineer can configure a "Relaunch window" in the Relaunch
notification settings. This allows users to be prompted to restart within a specific timeframe that is less likely to interrupt their critical
work hours, giving them more control over when the restart occurs after an update. Disabling automatic updates (option A) would
compromise security. Adding a quiet period (option B) only suppresses notifications, not the forced restart. Setting the auto-update
check policy to occur during core work hours (option C) affects when updates are downloaded, not when the restart occurs.

NEW QUESTION # 12 
A company uses Chrome Enterprise Core to manage Chrome browsers for its employees and contractors who share devices They
need a way to ensure the following:
* Full-Time Employees (FTEs) can only see and use extensions assigned to them
* Contractors can only see and use extensions assigned to them
* Both FTEs and contractors have access to a set of shared extensions
How can the Chrome administrator configure Chrome Enterprise Core to achieve this'?

A. Ask users to install all the extensions they need on the shared device
B. Create Organizational Units (OUs) for Shared devices, assign shared extensions to the OU. Use Group Policy Objects to
assign specific extensions by user group
C. Create Organizational Units (OUs) for Shared devices, assign shared extensions to the OU. Create a separate group in the
Google Admin Console for FTEs. Assign extensions to the group based on their needs
D. Create separate groups in the Google Admin Console for FTEs and Contractors. Assign extensions to respective groups
based on their needs

Answer: C

Explanation:
The most effective way to manage extensions in this scenario is to use a combination of OUs and groups.
Create an OU for the shared devices and force-install the shared extensions at this OU level. Then, create separate user groups for
FTEs and Contractors in the Google Admin console and force-install their specific extensions to these groups. User group policies
have a higher precedence than OU policies, ensuring the correct extensions are available to each user type when they sign in to the
shared devices. Option A mentions Group Policy Objects, which are for Windows environments and less relevant in a cloud-
managed scenario across potentially different OSes. Option B doesn't address the shared device aspect effectively. Option C is not
a managed approach.

NEW QUESTION # 13 
An administrator is using Organizational Units (OU) to apply different Chrome browser settings to different types of devices The
administrator needs to ensure that the browsers are placed in the correct OU Which token must the administrator generate and
apply?

A. Browser Policy Token
B. Cloud Management Token
C. Device Management Token
D. Enrollment Token

Answer: D

Explanation:
The **Enrollment Token** is the key to associating a Chrome browser instance with a specific organizational unit (OU) in the
Google Admin console during the enrollment process. By applying the correct enrollment token during setup, the browser will be
placed in the designated OU and inherit the policies configured for that OU. Device Management Tokens are more relevant for
ChromeOS devices. Browser Policy Tokens are not a standard term for OU assignment during enrollment. Cloud Management
Token is a general term encompassing the enrollment process.



NEW QUESTION # 14 
A company is reviewing the permissions of extensions that are popular among employees The security team wants to make sure all
extensions in the environment have these capabilities disabled:
* Modify to internal home page: `internal.acme.com̀
* Access to the storage
* Access to history
Which actions should be taken in the company default extension Permissions and URLs fields to meet the security team's
requirements?

A. Add `internal.acme.com̀  to runtime blocked hosts; Enable storage permission; Enable history permission
B. Add `*.acme.com̀  to runtime blocked hosts; Enable storage permission; Enable history permission
C. Add `*.acme.com̀  to runtime blocked hosts; Disable storage permission; Disable history permission
D. Add `internal.acme.com̀  to runtime blocked hosts; Disable storage permission; Disable history permission

Answer: C

Explanation:
To prevent extensions from modifying the internal homepage, the administrator should add `*.acme.com̀  to the "Runtime blocked
hosts" list. The wildcard `*  ̀ensures that any attempt to access or modify this domain by an extension will be blocked at runtime.
Additionally, to disable access to storage and history, the administrator needs to explicitly disable the "Storage" and "History"
permissions within the extension management settings. Therefore, the correct combination is to block the host and disable the
permissions.

NEW QUESTION # 15 
An organization relies heavily on Chrome browser for daily operations News breaks about two critical hardware vulnerabilities
These vulnerabilities allow attackers to potentially access sensitive information stored in the browser's memory, even across different
websites and processes Which specific Chrome Enterprise Core policy would an administrator implement to help mitigate the risks?

A. Enable Site isolation for every website
B. Require Hardware-backed Key Generation for TLS
C. Manage Cross-Origin Extensions by Blocking all except an allowlist
D. Update Chrome browser to the latest stable version

Answer: A

Explanation:
The scenario describes vulnerabilities that could allow cross-site data leakage within the browser's memory.
"Site isolation for every website" is a security feature in Chrome that isolates the rendering process for each website, preventing one
site from accessing the data of another, even if a vulnerability is exploited. This policy directly addresses the risk of cross-site
information leakage due to memory vulnerabilities. Option A relates to TLS security, option B is a general security best practice but
doesn't directly prevent cross-site memory access, and option C manages extension behavior, not core browser memory isolation.

NEW QUESTION # 16
......
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