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Fortinet FCSS_SASE_AD-25 Exam Syllabus Topics:

Topic Details

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of

Topic 1 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions

improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks

and cloud systemns.
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¢ SASE Deployment: This section of the exam measures the knowledge of Tmplementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
Topic 2 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

¢ Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

Topic 3 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.

¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the findamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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NEW QUESTION # 25
Refer to the exhibits.

Managed Endpoints

Secure Internet Access Policy
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VPN tunnel diagnose output on FortiGate Hub

# diagnose vpn tunnel list name SASE @

list ipsec tunnel by names in vd @

naso=SASE_8 ver=2 serial=14 172,76.70. 107 :4588-=172.16.10.1:64916 tun_id=10.11.11.18 tun_idé=::10.0.0.18 det_stu=150
bound_ifs=6 lgwysstatic/1 tunsintf modesdial_inat/] encap=none/T4664 options|123a8]=npu rgwy-chg rport-chg frag-rfc
d=188
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dpd: modeson-idle ons1 idle=2000@ms retry=3 count=@ segnos1 “ L
natt: sodeskespalive draft=28 l.nurmul rﬂn T
fec: egress=@ ingress-@
ptm:.d-lll protosl sas1 refsd
src: 9:0.9.0.0-255.255.255
dat: 0:9.9.9.9-255,.255,285,
SA: refs6 options=alb t woft=f mtus1422 expire=42025/88 repleywins=1824
segno=iict esn<@ replaywin_lsstecq-@0088688 qat=@ rekey«@ hash_search_lens=1
life: type=81 bytes=8/8 timeout=43188/43208
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Firewall policies on FortiGate Hub

# show firewall policy | grep -f SASE
config firewall policy
edit 5
set name “vpn_SASE_spokeZhub_8~
set uuid B1baB5f2-d45c-51ee-5719-2035a036chb3f
set srcintf “SASE"
set dstintf “dmz”
accept
srcaddr “all”
dstaddr “SASE_local”
schedule “always”
service “ALL"
comments “VPN: SASE (Created by VPN wizard)”

name “vpn_SASE_spoke2spoke_08~ «

uuid 81eb72ca-d45c-51ee-bdB3-bd2 Mebb@bcbb
srcintf “SASE"

dstintf “SASE®

action accept

srcaddr “all”

dstaddr. “all”

schedule “always”

service "ALL" D

comménts “VPN: SASE (Created by VPN wizard)”

name “SASE Health Check”

uuid b957315c-d45¢c-51ee-bc11-d5231437882a
srcintf “SASE"

dstintf “SASE_Health®

action accept

srcaddr “all”

dstaddr “all”

schedule “always”

service “ALL"

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub.
However, the administrator is not able to ping the webserver hosted behind the FortiGate hub. Based on the output, what is the
reason for the ping failures?

A. The BGP route is not received.

B. The Secure Private Access (SPA) policy needs to allow PING service.

C. Network address translation (NAT) is not enabled on the spoke-to-hub policy.
D. Quick mode selectors are restricting the subnet.

Answer: A

NEW QUESTION # 26
‘Which two are required to enable central management on FortiSASE? (Choose two.)



A. The FortiManager IP address in the FortiSASE central management configuration.
B. FortiManager and FortiSASE registered under the same FortiCloud account.

C. FortiSASE central management entitlement applied to FortiManager.

D. FortiSASE connector configured on FortiManager.

Answer: B,C

Explanation:

According to the FortiOS Administration Guide, when configuring central management, a FortiManager Cloud entitlement must be
present and the devices must share the same FortiCloud account for registration.

Specifically:

* "The FortiManager Cloud button can only be selected if you have a FortiManager Cloud product entitlerment."

* "The FortiGate and FortiCloud license are registered to the same account." Thus, the two verified requirements are: B (entitlement)
and D (same FortiCloud account).

NEW QUESTION # 27
An organization needs to resolve internal hostnames using its internal rather than public DN'S servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this? (Choose two.)

A. Split tunnelling destinations
B. SSL deep inspection

C. Split DNS rules

D. DNS filter

Answer: A,C

Explanation:

To resolve internal hostnames using internal DNS servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:

Split DNS Rules:

Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of public DN servers.
This ensures that internal hostnames are resolved using the organization's internal DNS infrastructure, maintaining privacy and
accuracy for internal network resources.

Split Tunneling Destinations:

Split tunneling allows specific traffic (such as DNS queries for internal domains) to be routed through the VPN tunnel while other
traffic is sent directly to the internet.

By configuring split tunneling destinations, you can ensure that DNS queries for internal hostnames are directed through the VPN to
the mternal DNSS servers.

FortiOS 7.2 Administration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.

FortiSASE 23.2 Documentation: Explains the implementation and configuration of split DN'S and split tunneling for securely resolving
mternal hostnames.

NEW QUESTION # 28
Refer to the exhibits.

Network diagram
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Private access policy on FortiSASE

[‘Ic hubs} | From hubs ‘

| + Create | & eoit Il Daete O C Search

r 1l 7 X
(== =
Name Profile Group Source tinationg pm wr Hr] I nE T

Non-Compliant-SPA * FortiSASE-Non-Compliant All Private Access Traffic o Deny All VPN Users

Allow-All Private Traffic Default HE FortiSASE-Compliant All Private Access Traffic ' Accept All VPN Users

BGP route information on FortiSASE

LEARNED BGP ROUTES (TO_HUB/VANCOUVER - CANADA)

|[0 Q kearch
Prefix & \'d Next Hop = Learmed From &
ﬁHTI n E T 1011111 1011111
- . v

100.65.17.0/24 0.0.00 0.0.0.0
100.65.32.0/20 0.0.0.0 0.0.0.0
100.65.176.0/20 0.0.0.0 0.0.0.0
100.65.17.0/24 0.0.0.0 0.0.0.0
100.65.32.0/20 0.0.0.0 0.0.0.0

100.65.176.0/20 0.0.0.0 0.0.0.0




Hub firewall policy -~ 1 1T Ti= 1

# show firewall policy
config firewall policy
edit 7
set name "vpn_Hub_spokeZhub_8"
set srcintf "Hub"
set dstintf "internall”
set action accept
set srcaddr "SASE_Remote Access”
set dstaddr "LAN"
set schedule "always’
set service "ALL"
next
end

# show Tirewall address
config firewall address

edit "LAN"
set subnet 10.160.160.8 255,255.255.0
next

edit "SASE Remote Access”
set subnet 10.11.11.0 255.255.255.0
next
end

Advertised routes on Hub

# get router info bgp neighbors 10.11.11.1@ advertised-routes
VRF @ BGP table version is 4, local router ID is 10.1.8.254
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrfalWaight RouteTag Path
*»i 10.12.11.1/32 10.11.11.13 180 %) B i<-/1>
*»i 10.12.11.2/32 16.11.11.12 100 %) 8 1i<-/1>
*>»>i 10.12.11.4/32 16.11.11.11 1880 a Bi<-/1>
*>i 10.160.160.08/24 10.11.11.1 180 32768 Bic<-/1>
*»i 100.65.17.8/24 190.11.11.11 1e8 %) Bi<-/1>
*>i 100.65.18.8/24 10.11.311.13 180 0 8 1i<-/1>
*>i 100.65.20.8/24 18, 1191412 100 0 e i<-/1>
*>i 100.65.32.0/20) 118.11.11.11 100 %) B i<-/1>
*»i 100.65.48.8/20° " 10.11.11.12 100 ] B ic<-/1>
*>i 108.65.128.8/20 10.11.11.12 1ee %) Bi<-/D>
*>i 100.65.144.0/20 10.11.11.13 180 0 B ic<-/1>
*»i 100.65.160.0/20 108.11.11.13 100 a B i<-/1>
*>i 100.65.176.06/20 10.11.11.11 100 %) Bic<-/1>
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A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.
Based on the exhibits, what is the reason for the access failure?

e A The server subnet BGP route was not received on FortiSASE.
e B. The hub is not advertising the required routes.
e C. The hub firewall policy does not include the FortiClient address range.



e D. A private access policy has denied the traffic because of failed compliance
Answer: A

Explanation:

The FortiSASE BGP learned routes do not include the 10.160.160.0/24 subnet (server network). Although the FortiGate hub is
advertising this route (10.160.160.0/24) to FortiSASE, it is not visible in the FortiSASE BGP route table - indicating a routing issue.
Without this route, FortiSASE cannot forward traffic from FortiClient to the server.

NEW QUESTION # 29
Refer to the exhibits.
[ | [ |
EDIT RULE SET -
Name FortiSASE-Non-Compliant
Enabled [ ®

When the following rules match

+ Cre & ]
I Types Parameters. s 1 Matching Criteria @
O ©SVersion. BVintows Server 2019 At least one parameter must pass

A o o 1M
| \Windows 10

AntiVirus AV Software is installed and running ~ All parameters must pass

Apply the following tag

TagName 888 FortiSASE-Compliant =

Antivirus is installed on a Windows 10 endpoint, but the windows application firewall is stopping it from running, What will the
endpoint security posture check be?

A. FortiClient will tag the endpoint as FortiSASE-Non-Compliant.

B. FortiClient will prompt the user to enable antivirus.

C. FortiClient will block the endpoint from getting access to the network.
D. FortiClient telemetry will be disconnected because of failed compliance.

Answer: C

NEW QUESTION # 30

Now it is a society of abundant capable people, and there are still a lot of industry is lack of'talent, such as the IT industry is quite
lack of'technical talents. Fortinet certification FCSS_SASE AD-25 exam is one of testing IT technology certification exams.
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