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Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q86-
Q91):
NEW QUESTION # 86 
Refer to the exhibit.

Assume that all devices in the FortiAnalyzer Fabric are shown in the image.
Which two statements about the FortiAnalyzer Fabric deployment are true? (Choose two.)

A. FAZ-SiteA has two ADOMs enabled.
B. There is no collector in the topology.
C. FortiGate-B1 and FortiGate-B2 are in a Security Fabric.
D. All FortiGate devices are directly registered to the supervisor.

Answer: A,C

Explanation:
Understanding the FortiAnalyzer Fabric:
The FortiAnalyzer Fabric provides centralized log collection, analysis, and reporting for connected FortiGate devices.
Devices in a FortiAnalyzer Fabric can be organized into different Administrative Domains (ADOMs) to separate logs and
management.
Analyzing the Exhibit:
FAZ-SiteA and FAZ-SiteB are FortiAnalyzer devices in the fabric. FortiGate-B1 and FortiGate-B2 are shown under the Site-B-
Fabric, indicating they are part of the same Security Fabric.
FAZ-SiteA has multiple entries under it: SiteA and MSSP-Local, suggesting multiple ADOMs are enabled.
Evaluating the Options:
Option A: FortiGate-B1 and FortiGate-B2 are under Site-B-Fabric, indicating they are indeed part of the same Security Fabric.
Option B: The presence of FAZ-SiteA and FAZ-SiteB as FortiAnalyzers does not preclude the existence of collectors. However,
there is no explicit mention of a separate collector role in the exhibit.
Option C: Not all FortiGate devices are directly registered to the supervisor. The exhibit shows hierarchical organization under
different sites and ADOMs.
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Option D: The multiple entries under FAZ-SiteA (SiteA and MSSP-Local) indicate that FAZ-SiteA has two ADOMs enabled.
Conclusion:
FortiGate-B1 and FortiGate-B2 are in a Security Fabric.
FAZ-SiteA has two ADOMs enabled.
Reference: Fortinet Documentation on FortiAnalyzer Fabric Topology and ADOM Configuration.
Best Practices for Security Fabric Deployment with FortiAnalyzer.

NEW QUESTION # 87 
In the context of SOC automation, how does effective management of connectors influence incident management?

A. It increases the need for paper-based reporting
B. It reduces the importance of cybersecurity training
C. It decreases the effectiveness of communication channels
D. It simplifies the process of handling incidents by automating data exchanges

Answer: D

NEW QUESTION # 88 
Refer to the Exhibit:

An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based
on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS integrated with FortiSandbox. All devices are
logging to FortiAnalyzer.
Which connector must the analyst use in this playbook?

A. Local connector
B. FortiMail connector
C. FortiClient EMS connector
D. FortiSandbox connector

Answer: D

Explanation:
Understanding the Requirements:
The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.
The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.
Key Components:



FortiAnalyzer: Centralized logging and analysis for Fortinet devices.
FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.
FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.
Playbook Analysis:
The playbook in the exhibit consists of three main actions: GET_EVENTS, RUN_REPORT, and CREATE_INCIDENT.
EVENT_TRIGGER: Starts the playbook when an event occurs.
GET_EVENTS: Fetches relevant events.
RUN_REPORT: Generates a report based on the events.
CREATE_INCIDENT: Creates an incident in the incident management system.
Selecting the Correct Connector:
The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
integration with FortiAnalyzer. Connector Options:
FortiSandbox Connector:
Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.
Best suited for getting detailed sandbox analysis results.
Selected as it is directly related to the requirement of handling FortiSandbox analysis events.
FortiClient EMS Connector:
Used for managing endpoint security and integrating with endpoint logs.
Not directly related to fetching sandbox analysis events.
Not selected as it is not directly related to the sandbox analysis events.
FortiMail Connector:
Used for email security and handling email-related logs and events.
Not applicable for sandbox analysis events.
Not selected as it does not relate to the sandbox analysis.
Local Connector:
Handles local events within FortiAnalyzer itself.
Might not be specific enough for fetching detailed sandbox analysis results. Not selected as it may not provide the required
integration with FortiSandbox. Implementation Steps:
Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.
Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachments.
Step 3: Configure the GET_EVENTS action to use the FortiSandbox connector.
Step 4: Set up the RUN_REPORT and CREATE_INCIDENT actions based on the fetched events.
Reference: Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide Fortinet Documentation on
FortiAnalyzer Event Handling FortiAnalyzer Administration Guide By using the FortiSandbox connector, the analyst can ensure that
the playbook accurately fetches events based on FortiSandbox analysis and generates the required incident and report.

NEW QUESTION # 89 
What is a key objective of managing outbreak alert handlers in a SOC?

A. To ensure seamless business operations
B. To quickly contain and mitigate threats
C. To increase sales and marketing efforts
D. To minimize the impact of false positives

Answer: B

NEW QUESTION # 90 
Refer to the exhibits.



The DOS attack playbook is configured to create an incident when an event handler generates a denial-of-ser/ice (DoS) attack
event.
Why did the DOS attack playbook fail to execute?

A. The Attach_Data_To_lncident task is expecting an integer value but is receiving the incorrect datatype.
B. The Get Events task is configured to execute in the incorrect order.
C. The Attach_Data_To_lncident task failed.
D. The Create SMTP Enumeration incident task is expecting an integer value but is receiving the incorrect data type

Answer: D

Explanation:
Understanding the Playbook and its Components:
The exhibit shows the status of a playbook named "DOS attack" and its associated tasks. The playbook is designed to execute a
series of tasks upon detecting a DoS attack event. Analysis of Playbook Tasks:
Attach_Data_To_Incident: Task ID placeholder_8fab0102, status is "upstream_failed," meaning it did not execute properly due to a
previous task's failure.
Get Events: Task ID placeholder_fa2a573c, status is "success."
Create SMTP Enumeration incident: Task ID placeholder_3db75c0a, status is "failed." Reviewing Raw Logs:
The error log shows a ValueError: invalid literal for int() with base 10: '10.200.200.100'.
This error indicates that the task attempted to convert a string (the IP address '10.200.200.100') to an integer, which is not possible.
Identifying the Source of the Error:
The error occurs in the file "incident_operator.py," specifically in the execute method.
This suggests that the task "Create SMTP Enumeration incident" is the one causing the issue because it failed to process the data
type correctly.
Conclusion:
The failure of the playbook is due to the "Create SMTP Enumeration incident" task receiving a string value (an IP address) when it
expects an integer value. This mismatch in data types leads to the error.
Reference: Fortinet Documentation on Playbook and Task Configuration.
Python error handling documentation for understanding ValueError.

NEW QUESTION # 91
......
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