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almost every question with ease.

Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q202-Q207):
NEW QUESTION # 202 
Your company is planning a migration to Google Kubernetes Engine. Your application team informed you that they require a
minimum of 60 Pods per node and a maximum of 100 Pods per node Which Pod per node CIDR range should you use?

A. /24
B. /28
C. /26
D. /25

Answer: D

Explanation:
The correct answer is B. /25.
This answer is based on the following facts:
The Pod per node CIDR range determines the size of the IP address range that is assigned to each node for Pods1. The Pods that
run on a node are allocated IP addresses from the node's assigned CIDR range1.
The size of the CIDR range corresponds to the maximum number of Pods per node. For example, a /24 CIDR range allows up to
256 IP addresses, but the default maximum number of Pods per node for Standard clusters is 1102. A /25 CIDR range allows up to
128 IP addresses, which is enough for 100 Pods per node.
The other options are not correct because:
Option A is too large. A /24 CIDR range allows more IP addresses than needed for 100 Pods per node. This could result in
inefficient use of the IP address space and limit the number of nodes that can be created in the cluster.
Option C is too small. A /26 CIDR range allows only 64 IP addresses, which is not enough for 60 Pods per node. This could result
in insufficient capacity to schedule Pods on the nodes.
Option D is also too small. A /28 CIDR range allows only 16 IP addresses, which is far below the minimum requirement of 60 Pods
per node. This could result in Pod scheduling failures and poor performance.

NEW QUESTION # 203 
Your company is running out of network capacity to run a critical application in the on-premises data center.
You want to migrate the application to GCP. You also want to ensure that the Security team does not lose their ability to monitor
traffic to and from Compute Engine instances.
Which two products should you incorporate into the solution? (Choose two.)

A. Cloud Audit logs
B. Firewall logs
C. VPC flow logs
D. Compute Engine instance system logs
E. Stackdriver Trace

Answer: B,C

Explanation:
A: Using VPC Flow Logs VPC Flow Logs records a sample of network flows sent from and received by VM instances, including
instances used as GKE nodes. These logs can be used for network monitoring, forensics, real-time security analysis, and expense
optimization. https://cloud.google.com/vpc/docs/using-flow-logs (B):
Firewall Rules Logging overview Firewall Rules Logging allows you to audit, verify, and analyze the effects of your firewall rules. For
example, you can determine if a firewall rule designed to deny traffic is functioning as intended. Firewall Rules Logging is also useful if
you need to determine how many connections are affected by a given firewall rule. You enable Firewall Rules Logging individually
for each firewall rule whose connections you need to log. Firewall Rules Logging is an option for any firewall rule, regardless of the
action (allow or deny) or direction (ingress or egress) of the rule. https://cloud.google.com/vpc/docs/firewall-rules- logging

NEW QUESTION # 204 
You are adding steps to a working automation that uses a service account to authenticate. You need to drive the automation the



ability to retrieve files from a Cloud Storage bucket. Your organization requires using the least privilege possible.
What should you do?

A. Grant the read-only privilege to the service account for the Cloud Storage bucket.
B. Grant the compute.instanceAdmin to your user account.
C. Grant the cloud-platform privilege to the service account for the Cloud Storage bucket.
D. Grant the iam.serviceAccountUser to your user account.

Answer: D

NEW QUESTION # 205 
Question:
Your organization has a hub and spoke architecture with VPC Network Peering, and hybrid connectivity is centralized at the hub.
The Cloud Router in the hub VPC is advertising subnet routes, but the on-premises router does not appear to be receiving any
subnet routes from the VPC spokes. You need to resolve this issue.
What should you do?

A. Create a BGP route policy at the Cloud Router, and ensure the subnets of the VPC spokes are being announced towards
the on-premises environment.
B. Create custom learned routes at the Cloud Router in the hub to advertise the subnets of the VPC spokes.
C. Create custom routes at the Cloud Router in the hub to advertise the subnets of the VPC spokes.
D. Create custom routes at the Cloud Router in the spokes to advertise the subnets of the VPC spokes.

Answer: B

Explanation:
Creating custom learned routes at the hub's Cloud Router is required for advertising VPC spokes' subnets to the on-premises
environment. This centralizes route configuration and ensures that all spoke subnet routes are propagated to the hybrid network.
Reference: Google Cloud - Cloud Router Custom Routes

NEW QUESTION # 206 
Your company has a single Virtual Private Cloud (VPC) network deployed in Google Cloud with access from your on-premises
network using Cloud Interconnect. You must configure access only to Google APIs and services that are supported by VPC
Service Controls through hybrid connectivity with a service level agreement (SLA) in place. What should you do?

A. Configure the existing Cloud Routers to advertise a default route, and use Cloud NAT to translate traffic from your on-
premises network.
B. Configure the existing Cloud Routers to advertise the Google API's public virtual IP addresses.
C. Add Direct Peering links, and use them for connectivity to Google APIs that use public virtual IP addresses.
D. Use Private Google Access for on-premises hosts with restricted.googleapis.com virtual IP addresses.

Answer: D

NEW QUESTION # 207
......
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