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Questions (Q65-Q70):

NEW QUESTION # 65

An administrator is implementing two production networks for Nutanix Objects:

* Objects Storage Network (internal)

* Objects Public Network (external)ln which two ways is it recommended the administrator configure these networks? (Choose
two.)

A. Objects Storage Network and Objects Public Network on the same Virtual Network.
B. Objects Storage Network and Objects Public Network on different Virtual Networks.
C. Objects Storage Network on a different network to the Controller VM (CVM).

D. Objects Storage Network on the same network as the Controller VM (CVM).
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Answer: B,C

Explanation:

Network isolation is critical for security and performance:

* Option C: Storage (internal) and Public (external) networks must be on separate VLANSs/virtual networks to prevent unauthorized
access to mternal traffic.

* Option D: The Storage Network should be isolated from the CVM network to avoid AOS cluster interference.

* Incorrect:

* A: CVMs manage AOS storage; Objects Storage Network should not share this segment.

* B: Combining networks violates security best practices.

ReferenceNutanix Objects Deployment Guide:

"Place Objects Storage Network on a dedicated internal network, segregated from Public Networks and CVM traffic. Use distinct
virtual networks for each."(Chapter: "Network Segmentation Best Practices")Nutanix NUSA Course:"Isolate Storage Network
(backend) from Public Network (client-facing) and CVM network to ensure cluster stability and security."(Module: "Objects
Network Design'")

NEW QUESTION # 66

Refer to the exhibit
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An administrator has noticed a firewall-enabled ESXi-based Nutanix cluster fails with the error: "Upgrade of file server NUTANIX
failed due to ESX hosts' connectivity failing. Please check the ESX hosts' network." Based on the exhibit, which network should the
administrator add to the vSphere Web Client firewall to allow the connection?




A. 192.168.5.0/24
B. 192.168.4.0/24
C.192.168.2.0/24
D. 192.168.3.0/24

Answer: A

Explanation:

The error message indicates that an upgrade of a Nutanix Files instance (referred to as "file server NUTANIX") on an ESXi-based
Nutanix cluster failed due to connectivity issues with the ESX hosts. The exhibit likely shows the network configuration details of the
cluster, including the IP ranges used for various components such as ESXi hosts, Controller Virtual Machines (CVMs), File Server
Virtual Machines (FSVMs), and management interfaces. The task requires identifying the network that needs to be added to the
vSphere Web Client firewall to allow connectivity for the Nutanix Files upgrade process.

TheNutanix Unified Storage Administration (NUSA)course explains that "Nutanix Files upgrades require communication between
the ESXi hosts, CVMs, and FSVMs, typically over the management network and the storage network where FSVMs reside." In an
ESXi-based Nutanix cluster, the FSVMs (which power Nutanix Files) communicate with the ESXi hosts for operations like
upgrades, using the network configured for the FSVMs. The error suggests that the ESXi hosts' firewall is blocking this
commumication, likely because the FSVM network is not allowed in the vSphere firewall rules.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further details that "Nutanix Files FSVMs typically use a
dedicated network for client and nternal communication, often in the 192.168.5.0

/24 range by default in Nutanix environments, unless reconfigured." This network, known as the internal FSVM network, is used for
commumnication between FSVMs, CVMs, and ESXi hosts during operations like upgrades. The default range 0f 192.168.5.0/24 is
commonly assigned to FSVMs in Nutanix AHV and ESXi environments to isolate file server traffic from other network traffic, such
as management or VM traffic.

Since the error indicates a connectivity failure between the ESXi hosts and the Nutanix Files instance during the upgrade, the most
likely cause is that the ESXi hosts' firewall is blocking traffic from the FSVM network (192.168.5.0/24). The admmistrator needs to
add this network to the vSphere Web Client firewall rules to allow inbound and outbound traffic, ensuring that the ESXi hosts can
communicate with the FSVMs during the upgrade process.

The other options are incorrect based on typical Nutanix network configurations:

*192.168.2.0/24: This range is often used for management traffic (e.g., Prism Element or ESXi management IPs) but is not typically
the network for FSVMs.

*192.168.3.0/24: This range may be used for VM traffic or other purposes, but it is not the default for FSVM commumication.
*192.168.4.0/24: This range is not commonly associated with FSVMs or Nutanix Files in standard configurations.

The NUSA course documentation emphasizes that "during Nutanix Files upgrades, ESXi hosts must have network connectivity to
the FSVM, typically on the 192.168.5.0/24 network, and firewall rules must be updated to allow this traffic to prevent connectivity
failures." The administrator should add the 192.168.5.0/24 network to the vSphere Web Client firewall to allow communication on
the necessary ports (e.g., TCP 2049 for NFS, TCP 445 for SMB, and others used for FSVM-CVM communication).

References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Network requirements for Nutanix Files
upgrades in ESXi environments." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 4: Troubleshoot
Nutanix Unified Storage, Subtopic: "Diagnosing network connectivity issues for Nutanix Files upgrades." Nutanix Documentation
(https//www.nutanix.com), Nutanix Files Administration Guide: "Default network configuration for FSVMs (192.168.5.0/24)."

NEW QUESTION # 67
Question:
File Analytics analyzes data for what period of time?

A. Daily up to 5 years

B. Hourly up to 90 days
C. Monthly up to 5 years
D. Daily up to 1 year

Answer: A

Explanation:

File Analyticsin Nutanix Files collects and analyzes data on file access, usage patterns, and security anomalies. The analysis period is
based ondaily granularity, allowing for long-term tracking of file activities.

From the NUSA and NCP-US materials:

"File Analytics provides daily insights and can retain data for up to 5 years. This long-term view helps with compliance, security
mnvestigations, and capacity planning." Thus, the feature can:



Analyze daily usage and security data
Retain this daily analysis for up to 5 years
This matches optionD: Daily up to 5 years.

NEW QUESTION # 68

An administrator has recently added several NGT-enabled VMs with in-guest iSCSI mitiators to a Volume Group (VG) using [P
addresses in the VG allowlist. Several days later, the administrator restored the VG, after which the VMs lost connectivity to the
Volume Group.

‘What should the administrator have done differently to prevent this from happening?

A. Use the VM hostname in the VG allowlist.

B. Use the iSCSI IQN entry in the VG allowlist.

C. Use the NIC MAC address ofthe VM's in the VG allow list.
D. Use the VM UUID in the VG allow list.

Answer: B

Explanation:

Volume Groups (VGs) require persistent identifiers for mitiators i the allowlist. IP addresses can change during VM
restores/reboots, breaking connectivity. The iSCSI Qualified Name (IQN) is a static, unique identifier for iSCSI mitiators and
persists across VM operations, ensuring stable access.

* Option B/C/D (VM UUID, hostname, MAC): These are unrelated to iSCSI authentication. Nutanix Volume Groups exclusively
use IQNs or IPs (not recommended) for allowlisting.

Reference:Nutanix Unified Storage Admmistration (NUSA) Course Study Guide:

"Always use iISCSI IQN in Volume Group allowlists for NGT-enabled VM. IP addresses are ephemeral and may change after
restores, causing connectivity loss."(Section: "Configuring Volume Group Access Control") (Module: "Nutanix Volumes Best
Practices") Nutanix Volumes Documentation:

"For persistent iSCSI connectivity, configure the allowlist with initiator IQNs instead of dynamic IP addresses."(Source: Volumes
Configuration Guide, "Allowlist Management")

NEW QUESTION # 69
Question:
‘When naming an Object Store instance, which two naming rules must be followed? (Choose two.)

A. Must begin with a letter, and end with a letter or number.

B. Must be unique across all existing object store names in Objects.
C. Must begin with a number and end with a letter or number.

D. Must be a mmnimum of three and a maxinum of 32 characters long.

Answer: A,D

Explanation:

During Nutanix Objects deployment,Object Store instance namingis governed by specific conventions to ensure system consistency
and compatibility with DNS and object storage standards.

The NUSA course describes thesestrict naming rules:

Length Rule:

"Object store names must be between 3 and 32 characters in length. This ensures that the names are concise yet descriptive enough
for operational clarity." Start/End Rule:

"Object store names must begin with a letter and end with a letter or a number. Names cannot start with a number or symbol to
maintain naming consistency across DNS and storage services." Uniqueness Across All Clusters:

"While object store names must be unique within the same Nutanix cluster, global uniqueness across multiple clusters is not enforced
or required." Starting with a number:

"Names starting with numbers are not supported, as per best practices to align with DN'S naming standards." Thus, the enforced
rules:

#Minimum 3, maximum 32 characters

#Begin with a letter and end with a letter/number
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