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PECB NIS-2-Directive-Lead-Implementer Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Planning of NIS 2 Directive requirements implementation: This domain targets Project Managers and

Implementation Specialists focusing on how to initiate and plan the rollout of NIS 2 Directive requirements.
It includes using best practices and methodologies to align organizational processes and cybersecurity
prograns with the directive’s mandates.

Topic 2

Cybersecurity roles and responsibilities and risk management: This section measures the expertise of
Security Leaders and Risk Managers in defining and managing cybersecurity roles and responsibilities. It
also covers comprehensive risk management processes, including identifying, assessing, and mitigating
cybersecurity risks in line with NIS 2 requirements.

Topic 3

Fundamental concepts and definitions of NIS 2 Directive: This section of the exam measures the skills of
Cybersecurity Professionals and IT Managers and covers the basic concepts and definitions related to the
NIS 2 Directive. Candidates gain understanding of the directive’s scope, objectives, key terms, and
foundational requirements essential to lead implementation efforts effectively within organizations.
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Directive-Lead-Implementer Guide materials with the most affordable price from our company, since we aim to help as many people
as possible rather than earning as much money as possible. You will be much awarded with our NIS-2-Directive-Lead-Implementer

learning engine.

PECB Certified NIS 2 Directive Lead Implementer Sample Questions (Q27-
Q32):

NEW QUESTION # 27
What is the required frequency for Member States to update the register of entities?

e A Every six months
e B. Every two years
e C. Every year

Answer: B

NEW QUESTION # 28

Scenario 2:

MHospital, founded n 2005 in Metropolis, has become a healthcare industry leader with over 2,000 dedicated employees known
for its commitment to qualitative medical services and patient care innovation. With the rise of cyberattacks targeting healthcare
nstitutions, MHospital acknowledged the need for a comprehensive cyber strategy to mitigate risks effectively and ensure patient
safety and data security. Hence, it decided to implement the NIS 2 Directive requirements. To avoid creating additional processes
that do not fit the company's context and culture, MHospital decided to integrate the Directive's requirements into its existing
processes. To initiate the implementation of the Directive, the company decided to conduct a gap analysis to assess the current state
of the cybersecurity measures against the requirements outlined in the NIS 2 Directive and then identify opportunities for closing the
&p.

Recognizing the indispensable role of a computer security incident response team (CSIRT) in maintaining a secure network
environment, MHospital empowers its CSIRT to conduct thorough penetration testing on the company's networks. This rigorous
testing helps identify vulnerabilities with a potentially significant impact and enables the implementation of robust security measures.
The CSIRT monitors threats and vulnerabilities at the national level and assists MHospital regarding real-time monitoring of their
network and information systems. MHospital also conducts cooperative evaluations of security risks within essential supply chains
for critical ICT services and systens. Collaborating with interested parties, it engages in the assessment of security risks, contributing
to a collective effort to enhance the resilience of the healthcare sector against cyber threats.

To ensure compliance with the NIS 2 Directive's reporting requirements, MHospital has streamlined its incident reporting process. In
the event of a security incident, the company is committed to issuing an official notification within four days of identifying the ncident
to ensure that prompt actions are taken to mitigate the impact of incidents and maintain the integrity of patient data and healthcare
operations. MHospital's dedication to implementing the NIS 2 Directive extends to cyber strategy and governance. The company
has established robust cyber risk management and conpliance protocols, aligning its cybersecurity initiatives with its overarching
business objectives.

Based on the scenario above, answer the following question:

Is the role of the MHospital's CSIRT regarding vulnerability assessment in alignment with the requirements of Article 11 of the NIS 2
Directive?

¢ A No, according to Article 11, the CSIRT should not conduct scanning of the network and information systens of the entity
as this should be done during the coordinated vulnerability disclosure

¢ B. Yes, the role of the CSIRT is consistent with vulnerability assessment requirements specified in Article 11

¢ C. No, the CSIRT should not be involved in vulnerability management, as defined in Article 11

Answer: B
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NEW QUESTION # 29

Scenario 4: StellarTech is a technology company that provides nnovative solutions for a connected world. Its portfolio includes
groundbreaking Internet of Things (IoT) devices, high-performance software applications, and state-of-the-art communication
systens. In response to the ever-evolving cybersecurity landscape and the need to ensure digital resilience, StellarTech has decided
to establish a cybersecurity program based on the NIS 2 Directive requirements. The company has appointed Nick, an experienced
information security manager, to ensure the successful implementation of these requirements. Nick initiated the implementation
process by thoroughly analyzing StellarTech's organizational structure. He observed that the company has embraced a well-defined
model that enables the allocation of verticals based on specialties or operational functions and facilitates distinct role delineation and
clear responsibilities.

To ensure compliance with the NIS 2 Directive requirements, Nick and his team have implemented an asset management system and
established as asset management policy, set objectives, and the processes to achieve those objectives. As part of the asset
management process, the company will identify, record, maintain all assets within the systen's scope.

To manage risks effectively, the company has adopted a structured approach involving the definition of the scope and parameters
governing risk management, risk assessments, risk treatment, risk acceptance, risk communication, awareness and consulting, and
risk monitoring and review processes. This approach enables the application of cybersecurity practices based on previous and
currently cybersecurity activities, including lessons learned and predictive indicators. StellarTech's organization-wide risk
management program aligns with objectives monitored by senior executives, who treat it like financial risk. The budget is structured
according to the risk landscape, while business units implement executive vision with a strong awareness of systemlevel risks. The
company shares real-time information, understanding its role within the larger ecosystem and actively contributing to risk
understanding, StellarTech's agile response to evolving threats and emphasis on proactive communication showcase its dedication to
cybersecurity excellence and resilience.

Last month, the company conducted a comprehensive risk assessment. During this process, it identified a potential threat associated
with a sophisticated form of cyber intrusion, specifically targeting [oT devices. This threat, although theoretically possible, was
deemed highly unlikely to materialize due to the company's robust security measures, the absence of prior incidents, and its existing
strong cybersecurity practices.

In terms of the NIST Framework, under which implementation tier does StellarTech fall based on the level of implementation of its
risk management measures within the company? Refer to scenario 4.

e A Tier 3: Repeatable
¢ B. Tier 4: Adaptive
e C. ITier 2: Risk informed

Answer: B

NEW QUESTION # 30
What is the key difference between Tier 2 and Tier 3 disaster recovery strategies?

e A Tier 2 uses couriers to transport data between centers, while Tier 3 uses electronic vaulting of critical data
¢ B. Tier 2 involves electronic vaulting of critical data, while Tier 3 relies on offsite vaults
e C. Tier 2 mandates dual sites with peer-to-peer connections, whereas Tier 3 focuses on data transfer enhancement

Answer: A

NEW QUESTION # 31

Scenario 7:CleanHydro is a forward-thinking company operating in the wastewater industry. Based in Stockholm, Sweden, the
company is dedicated to revolutionizing wastewater treatment processes using advanced automated technology aiming to reduce
environmental impact.

Recognizing the paramount importance of robust cybersecurity measures to protect its advanced technologies, CleanHydro is
committed to ensuring compliance with the NIS 2 Directive. In line with this commitment, the company has nitiated a comprehensive
employee training program. To do so, the company adheres to Sweden's national cybersecurity strategy, which includes objectives,
governance frameworks to guide strategy implementation and define roles and responsibilities at the national level, risk assessment
mechanism, incident preparedness measures, a list of involved authorities and stakeholders, and coordination policies.

In addition, CleanHydro engaged GuardSecurity, an external cybersecurity consultancy firm, to evaluate and potentially improve the
cybersecurity infrastructure of the company to ensure compliance with the NIS 2 Directive. GuardSecurity focused on strengthening
the risk management process of the company.

The company started determining competence development needs by considering competence levels, comparing them with required
competence levels, and then prioritizing actions to address competence gaps found based on risk-based thinking. Based on this
determination, the company planned the competence development activities and defined the competence development program type



and structure. To provide the training and awareness programs, the company contracted CyberSafe, a reputable training provider, to
provide the necessary resources, such as relevant documentation or tools for effective training delivery. The company's top
management convened a meeting to establish a comprehensive cybersecurity awareness training policy. It was decided that
cybersecurity awareness training sessions would be conducted twice during the onboarding process for new enployee to instill a
culture of cybersecurity from the outset and following a cybersecurity incident.

In line with the NIS 2 compliance requirements, CleanHydro acknowledges the importance of engaging in communication with
commumnities consisting of other essential and important entities. These communities are formed based on industry sectors, critical
infrastructure sectors, or other relevant classifications. The company recognizes that this communication is vital for sharing and
receiving crucial cybersecurity information that contributes to the overall security of wastewater management operations.

When developing its cybersecurity communication strategy and setting objectives, CleanHydto engaged with interested parties,
including employees, suppliers, and service providers, to understand their concerns and gain insights. Additionally, the company
identified potential stakeholders who has expressed interest in its activities, products, and services. These activities aimed to
contribute to the achieverment of the overall objectives of its cybersecurity communication strategy, ensuring that it effectively
addressed the needs of all relevant parties.

Based on the scenario above, answer the following questions:

Is the national cybersecurity strategy in accordance with Article 7 of the NIS 2 Directive?

¢ A. No, Article 7 states that the national cybersecurity strategy must also encompass a plan to raise cybersecurity awareness
among citizens

¢ B. No, the national cybersecurity strategy must also establish formal partnerships with international cybersecurity
organizations, as specified in Article 7.

e (. Yes, the national cybersecurity strategy includes all the elements as specified in Article 7

Answer: C

NEW QUESTION # 32
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