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CompTIA SecurityX Certification Exam Sample Questions (Q145-Q150):
NEW QUESTION # 145 
The identity and access management team is sending logs to the SIEM for continuous monitoring. The deployed log collector is
forwarding logs to the SIEM. However, only false positive alerts are being generated. Which of the following is the most likely
reason for the inaccurate alerts?

A. The retention policy is not property configured
B. The data is not being properly parsed
C. The SIEM indexes are 100 large
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D. The compute resources are insufficient to support the SIEM

Answer: B

Explanation:
Proper parsing of data is crucial for the SIEM to accurately interpret and analyze the logs being forwarded by the log collector. If the
data is not parsed correctly, the SIEM may misinterpret the logs, leading to false positives and inaccurate alerts. Ensuring that the log
data is correctly parsed allows the SIEM to correlate and analyze the logs effectively, which is essential for accurate alerting and
monitoring.

NEW QUESTION # 146 
The security team is receiving escalated support tickets stating that one of the company's publicly available websites is not loading as
expected. Given the following observations:

Which of the following is most likely the root cause?

A. A protocol mismatch error is expected to occur when using outdated browsers.
B. One certificate is being bound to multiple websites on the same server.
C. Subject alternative names were not used appropriately for subdomains.
D. A certificate signed by a global root certification authority has expired.

Answer: C

NEW QUESTION # 147 
Company A and Company D ate merging Company A's compliance reports indicate branch protections are not in place A security
analyst needs to ensure that potential threats to the software development life cycle are addressed. Which of the following should me
analyst cons<der when completing this basic?

A. If DAST code is being stored to a single code repository
B. If developers are unable to promote to production
C. If DAST scans are routinely scheduled
D. If role-based training is deployed

Answer: C

Explanation:
Dynamic Application Security Testing (DAST) is crucial for identifying and addressing security vulnerabilities during the software
development life cycle (SDLC). Ensuring that DAST scans are routinely scheduled helps in maintaining a secure development
process.
Why Routine DAST Scans?
* Continuous Security Assessment: Regular DAST scans help in identifying vulnerabilities in real-time, ensuring they are addressed
promptly.
* Compliance: Routine scans ensure that the development process complies with security standards and regulations.
* Proactive Threat Mitigation: Regular scans help in early detection and mitigation of potential security threats, reducing the risk of
breaches.
* Integration into SDLC: Ensures security is embedded within the development process, promoting a security-first approach.
Other options, while relevant, do not directly address the continuous assessment and proactive identification of threats:
* A. If developers are unable to promote to production: This is more of an operational issue than a security assessment.
* B. If DAST code is being stored to a single code repository: This concerns code management rather than security testing



frequency.
* D. If role-based training is deployed: While important, training alone does not ensure continuous security assessment.
References:
* CompTIA SecurityX Study Guide
* OWASP Testing Guide
* NIST Special Publication 800-53, "Security and Privacy Controls for Information Systems and Organizations"

NEW QUESTION # 148 
Third parties notified a company's security team about vulnerabilities in the company's application. The security team determined
these vulnerabilities were previously disclosed in third- party libraries. Which of the following solutions best addresses the reported
vulnerabilities?

A. Integrating a SASI tool as part of the pipeline
B. Creating a bug bounty program
C. Implementing a continuous security assessment program
D. Using laC to include the newest dependencies

Answer: A

Explanation:
The best solution to address reported vulnerabilities in third-party libraries is integrating a Static Application Security Testing (SAST)
tool as part of the development pipeline.
Early Detection: SAST tools analyze source code for vulnerabilities before the code is compiled.
This allows developers to identify and fix security issues early in the development process.
Continuous Security: By integrating SAST tools into the CI/CD pipeline, the organization ensures continuous security assessment of
the codebase, including third-party libraries, with each code commit and build.
Comprehensive Analysis: SAST tools provide a detailed analysis of the code, identifying potential vulnerabilities in both proprietary
code and third-party dependencies, ensuring that known issues in libraries are addressed promptly.

NEW QUESTION # 149 
A systems administrator wants to reduce the number of failed patch deployments in an organization. The administrator discovers that
system owners modify systems or applications in an ad hoc manner. Which of the following is the best way to reduce the number of
failed patch deployments?

A. Situational awareness
B. Compliance tracking
C. Quality assurance
D. Change management

Answer: D

Explanation:
To reduce the number of failed patch deployments, the systems administrator should implement a robust change management
process. Change management ensures that all modifications to systems or applications are planned, tested, and approved before
deployment. This systematic approach reduces the risk of unplanned changes that can cause patch failures and ensures that patches
are deployed in a controlled and predictable manner.
References:
* CompTIA SecurityX Study Guide: Emphasizes the importance of change management in maintaining system integrity and ensuring
successful patch deployments.
* ITIL (Information Technology Infrastructure Library) Framework: Provides best practices for change management in IT services.
* "The Phoenix Project" by Gene Kim, Kevin Behr, and George Spafford: Discusses the critical role of change management in IT
operations and its impact on system stability and reliability.
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