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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q89-Q94):
NEW QUESTION # 89 
Which of the following is not the responsibility of first responders?

A. Preserving temporary and fragile evidence and then shut down or reboot the victim's computer
B. Identifying the crime scene
C. Protecting the crime scene
D. Packaging and transporting the electronic evidence

Answer: A

Explanation:
The responsibility of first responders does not include shutting down or rebooting the victim's computer as a measure to preserve
temporary and fragile evidence. In fact, such actions can potentially alter or destroy volatile data that could be crucial for the
investigation. The primary responsibilities of first responders include protecting and identifying the crime scene, and ensuring the
preservation of evidence in its original state as much as possible, which may involve isolating affected systems from the network but
not necessarily shutting them down or rebooting them without proper forensic readiness and consideration.

NEW QUESTION # 90 
Nervous Nat often sends emails with screenshots of what he thinks are serious incidents, but they always turn out to be false
positives. Today, he sends another screenshot, suspecting a nation-state attack. As usual, you go through your list of questions,
check your resources for information to determine whether the screenshot shows a real attack, and determine the condition of your
network. Which step of IR did you just perform?

A. Recovery
B. Remediation
C. Preparation
D. Detection anc analysis (or identification)

Answer: D

Explanation:
When you receive a screenshot from Nervous Nat and go through a list of questions, check resources for information to determine
the nature of the screenshot, and assess the condition of your network, you are engaging in the Detection and Analysis (or
Identification) phase of Incident Response (IR). This phase is about identifying potential security incidents based on reported
concerns, anomalies detected by security tools, or through the analysis of security alerts. In this scenario, despite the historical
context of false positives, each report is treated seriously, requiring you to collect and analyze information to determine whether a
real attack is happening. This involves verifying the validity of the incident, assessing its nature, scope, and impact, and deciding on
the appropriate next steps. The detection and analysis phase is critical for determining the course of the IR process, including
whether escalation is needed and what response measures should be initiated.
References:The ECIH v3 certification materials outline the Incident Response process, detailing steps from preparation, detection
and analysis, containment, eradication, and recovery, to post-incident activities, highlighting the importance of thorough detection and
analysis as the foundation for effective incident management.

NEW QUESTION # 91 
Identify Sarbanes-Oxley Act (SOX) Title, which consists of only one section, that includes measures designed to help restore
investor confidence in the reporting of securities analysts.

A. Title V: Analyst Conflicts of Interest
B. Title IX: White-Collar-Crime Penalty Enhancement
C. Title VII: Studies and Reports
D. Title VIII: Corporate and Criminal Fraud Accountability

Answer: A



NEW QUESTION # 92 
According to US-CERT; if an agency is unable to successfully mitigate a DOS attack it must be reported within:

A. Three (3) hours of discovery/detection if the successful attack is still ongoing
B. Two (2) hours of discovery/detection if the successful attack is still ongoing
C. Four (4) hours of discovery/detection if the successful attack is still ongoing
D. One (1) hour of discovery/detection if the successful attack is still ongoing

Answer: B

NEW QUESTION # 93 
Which of the following encoding techniques replaces unusual ASCII characters with
"%" followed by the character's two-digit ASCII code expressed in hexadecimal?

A. Unicode encoding
B. Base64 encoding
C. HTML encoding
D. URL encoding

Answer: D

NEW QUESTION # 94
......
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