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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.
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Topic 2

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Topic 3

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

Topic 4

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Topic 5
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.
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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q28-Q33):
NEW QUESTION # 28 
Refer to the exhibit, which shows the ADVPN network topology and partial BGP configuration.

https://www.passleadervce.com/Fortinet-Certified-Professional-Network-Security/reliable-FCSS_EFW_AD-7.6-exam-learning-guide.html
https://www.free4dump.com/FCSS_EFW_AD-7.6-braindumps-torrent.html


Which two parameters must an administrator configure in the config neighbor range for spokes shown in the exhibit? (Choose two.)

A. set prefix 172.16.1.0 255.255.255.0
B. set max-neighbor-num 2
C. set route-reflector-client enable
D. set neighbor-group advpn

Answer: A,D

Explanation:
In the given ADVPN (Auto-Discovery VPN) topology, BGP is being used to dynamically establish routes between spokes. The
neighbor-range configuration is crucial for simplifying BGP peer setup by automatically assigning neighbors based on their IP range.
set neighbor-group advpn
# The neighbor-group parameter is used to apply pre-defined settings (such as AS number) to dynamically discovered BGP
neighbors.
# The advpn neighbor-group is already defined in the configuration, and assigning it to the neighbor-range ensures consistent BGP
settings for all spoke neighbors.
set prefix 172.16.1.0 255.255.255.0



# This command allows dynamic BGP peer discovery by defining a range of potential neighbor IPs (172.16.1.1 - 172.16.1.255).
# Since each spoke has a unique /32 IP within this subnet, this ensures that any spoke within the 172.16.1.0
/24 range can automatically establish a BGP session with the hub.

NEW QUESTION # 29 
The IT department discovered during the last network migration that all zero phase selectors in phase 2 IPsec configurations
impacted network operations.
What are two valid approaches to prevent this during future migrations? (Choose two.)

A. Configure an IPsec-aggregate to create redundancy between each firewall peer.
B. Configure an IP address on the IPsec interface of each firewall to establish unique peer connections and avoid impacting
network operations.
C. Use routing protocols to specify allowed subnets over the tunnel.
D. Clearly indicate to the VPN which segments will be encrypted in the phase two selectors.

Answer: C,D

Explanation:
Zero phase selectors in IPsec Phase 2 mean that no specific traffic selectors (subnets) are defined, allowing any traffic to be
encrypted through the VPN tunnel. This can cause unintended traffic forwarding issues and disrupt network operations.
To prevent this from happening during future migrations:
# Using routing protocols ensures that only specific subnets are advertised over the tunnel. Dynamic routing (such as OSPF or BGP)
helps define which networks should use the tunnel, preventing unintended traffic from being encrypted.
# Clearly defining phase 2 selectors avoids the problem of encrypting all traffic by explicitly stating the allowed source and
destination subnets. This prevents the tunnel from affecting unrelated network traffic.

NEW QUESTION # 30 
An administrator received a FortiAnalyzer alert that a 1 ## disk filled up in a day. Upon investigation, they found thousands of
unusual DNS log requests, such as JHCMQK.website.com, with no answers. They later discovered that DNS exfiltration was
occurring through both UDP and TLS.
How can the administrator prevent this data theft technique?

A. Enable DNS Filter to protect against DNS exfiltration.
B. Use an IPS profile and DNS exfiltration-related signatures.
C. Configure a File Filter profile to prevent DNS exfiltration.
D. Create an inline-CASB to protect against DNS exfiltration.

Answer: B

Explanation:
The excessive DNS log requests with random subdomains suggest a DNS exfiltration attack, where attackers encode and transmit
data via DNS queries. Since this technique can use both UDP and TLS (DoH - DNS over HTTPS), a comprehensive security
approach is needed.
Using an IPS profile with DNS exfiltration-specific signatures allows FortiGate to:
# Detect and block abnormal DNS query patterns often used in exfiltration.
# Inspect encrypted DNS (DoH, DoT) traffic if SSL inspection is enabled.
# Identify known exfiltration domains and techniques based on FortiGuard threat intelligence.

NEW QUESTION # 31 
Refer to the exhibit, which shows an enterprise network connected to an internet service provider.



The administrator must configure the BGP section of FortiGate A to give internet access to the enterprise network.
Which command must the administrator use to establish a connection with the internet service provider?

A. config router route-map
B. config redistribute ospf
C. config redistribute bgp
D. config neighbor

Answer: D

Explanation:
In BGP (Border Gateway Protocol), a neighbor (peer) configuration is required to establish a connection between two BGP routers.
Since FortiGate A is connecting to the ISP (Autonomous System 10) from AS
30, the administrator must define the ISP's BGP router as a neighbor.
The config neighbor command is used to:
# Define the ISP's IP address as a BGP peer
# Specify the remote AS (AS 10 in this case)
# Allow BGP route exchanges between FortiGate A and the ISP

NEW QUESTION # 32 
Refer to the exhibit, which shows the FortiGuard Distribution Network of a FortiGate device.
FortiGuard Distribution Network on FortiGate



An administrator is trying to find the web filter database signature on FortiGate to resolve issues with websites not being filtered
correctly in a flow-mode web filter profile.
Why is the web filter database version not visible on the GUI, such as with IPS definitions?

A. The web filter database is only accessible after manual syncing with a valid FDS server using diagnose test update info.
B. The web filter database is stored locally, but the administrator must run over CLI diagnose autoupdate versions.
C. The web filter database is not hosted on FortiGate: FortiGate queries FortiGuard or FortiManager for web filter ratings on
demand.
D. The web filter database is stored locally on FortiGate, but it is hidden behind the GUI. It requires enabling debug mode to
make it visible.

Answer: C

Explanation:
Unlike IPS or antivirus databases, FortiGate does not store a full web filter database locally. Instead, FortiGate queries FortiGuard
(or FortiManager, if configured) dynamically to classify and filter web content in real time.
Key points:
# Web filtering works on a cloud-based model:
# When a user requests a website, FortiGate queries FortiGuard servers to check its category and reputation.
# The response is then cached locally for faster lookups on repeated requests.
# No local web filter database version:
# Unlike IPS and antivirus, which download and store signature updates locally, web filtering relies on cloud-based queries.
# This is why no database version appears in the GUI.
# Flow mode vs Proxy mode:
# In proxy mode, FortiGate can cache some web filter data, improving performance.
# In flow mode, all queries happen dynamically, with no locally stored database.



NEW QUESTION # 33
......
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