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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q14-Q19):

NEW QUESTION # 14
What are the two responsibilities of a Google Cloud customer in ters of security? (Choose two.)

A. The Google Cloud customer is responsible for securing the computing resources.

B. The Google Cloud customer is responsible for securing cloud storage infrastructure.

C. The Google Cloud customer is responsible for securing network traffic.

D. The Google Cloud customer is responsible for securing operating systems and applications.

Answer: C,D

Explanation:
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Customers manage security for their data, applications, operating systemns, and network configurations, while Google secures the
underlying cloud infrastructure.

NEW QUESTION # 15

Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.

‘Which three additional functions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. SSL inspection

B. Secure SD-WAN with application visibility
C. OSPF over IPSec

D. Web filtering

E. SSL VPN

Answer: A,B.E

Explanation:

FortiGate provides SSL VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 16
Refer to the exhibit.

Cloud Shell Terraform output F at F! Tl I I E T

Plan: 1 to add, 0 to change, 0 to destroy.

Changes to Outputs:
FortiGate-Username = "admin"

Failed to retrieve project, pid: , err: project: required field is not set

with google compute image.fgtvmgvnic([O0],
on main.tf line 19, in resource "google compute image" "fgf¥mgvnic":
19: resource "google compute image" "fgtvmgvnic" {

Failed to retrieve project, pid: , err: project: required field is not set

with google compute diskilogdisk,
on main.tf line, 39p Immreéscurce "google compute disk" "logdisk™:
39: resource "google compute disk" "logdisk" {

Failed to retrieve project, pid: , err: project: required field is not set

with google compute disk.logdisk2,
on main.tf line 47, in resource "google compute disk" "logdisk2":
47: resource "google compute disk"™ "logdisk2" {

An administrator is attempting to deploy a Terraform template using Google Cloud Shell
Which step must the administrator take to solve the error?

e A Manually create a Google Cloud storage bucket for logging fimctionality.

¢ B. Use the command terraform init to initialize the Terraform directory.

¢ C. Delete the admin user to proceed with the Terraform script.

e D. Use the command geloud config set project to set the Google Cloud project in Google Cloud Shell.



Answer: D
Explanation:

The error indicates the Google Cloud project is not set, which is required for Terraform to access resources.
Setting the project with gcloud config set project [PROJECT _ID] resolves this by specifying the active project in Cloud Shell.

NEW QUESTION # 17
Refer to the exhibit.

F:RTINET

l"‘ VPCC
e Virtual Private Qlolid

Google Clou

VPC A 'l VPCB
Virtual Private Cloud 4 Virtual Private Cloud

‘Which action must the administrator take to route traffic from VPC B to VPC A?

A. The administrative must configure a custom route in VPC B and point the gateway to VPC A.

B. The administrator must deploy a FortiGate VM with at least three network interfaces.

C. The administrator must create a new VPC peering connection between VPC A and VPC B.

D. The administrator must configure a customroute in VPC B and point the gateway to the VPC peering service.

Answer: B

Explanation:

Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewall/router to manage traffic between
the three VPCs.

NEW QUESTION # 18
Refer to the exhibit.

Google Cloud Fabric Connector F H TI n ET

FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169,254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vlfprbject/project-id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-develdpment

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project listy tryipgeSdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get instance list succeSsfully

gcpd didn't find any GKE cluster for project ,[fcp~fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updatingyIP-addresses

gcpd sdn connector GCP Lab finish updatidg/IP addresses




An administrator configured GoogleCloud as an external fabric connector on FortiGate.
‘Which conclusion can you draw from the output?

A. The external fabric connector shows that an administrator created three dynamic firewall addresses.
B. The external fabric connector found multiple IP addresses assigned to Google Cloud instances.

C. The external fabric connector is misconfigured.

D. The external fabric connector is unable to find a valid Google Cloud project.

Answer: B

Explanation:
The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 19
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