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Google Associate Google Workspace Administrator Sample Questions (Q64-
Q69):
NEW QUESTION # 64 
Your organization requires enhanced privacy and security when sending messages to banks and other financial institutions. Your
organization uses Gmail, but the banks use various other email providers. You need to maximize privacy and limit access to
messages sent and received between your organization and the banks. What should you do?

A. Set up Transport Layer Security (TLS) compliance for inbound and outbound messages with a list of the banks' email
domains. Validate the TLS connections.
B. Enable confidential mode for Gmail. Instruct employees to use confidential mode when sending messages to the banks.
C. Configure Sender Policy Framework (SPF) and DomainKeys Identified Mail (DKIM) authentication for your email
domains.
D. Enable Protect against unauthenticated emails in Gmail Safety.

Answer: A

Explanation:
Transport Layer Security (TLS) ensures that emails are encrypted in transit between your organization and the banks, thereby
enhancing privacy and security. By setting up TLS compliance and validating TLS connections for the banks' email domains, you
ensure that the communication is secure and protected from interception, even if the banks use various email providers. This
approach provides the highest level of privacy for sensitive financial communications.

NEW QUESTION # 65 
You work for a global organization that has offices in the United States and the European Union (EU). There is an organizational unit
(OU) for employees in the United States and a separate OU for employees in the EU. Your company regulations need you to ensure
that your users data is located in the same region as their physical office. What should you do?

A. Set the OU data location to No preference.
B. Turn on advanced settings and select Enable features that may process data across multiple regions.
C. Turn on advanced settings and select Disable features that may process data across multiple regions.
D. Set a data region policy for each region's OU.

Answer: D

Explanation:
Google Workspace allows organizations to control the geographic location of their data for compliance and regulatory reasons, often
referred to as "data regions" or "data locality." To ensure user data is located in the same region as their physical office, especially for
compliance with regulations like those in the EU, you need to set a data region policy for the respective organizational units.
Here's why the other options are incorrect:
A . Set the OU data location to No preference. "No preference" means Google can store the data wherever it deems appropriate,
which goes against the requirement of ensuring data is located in a specific region (e.g., EU for EU users, US for US users).
B . Turn on advanced settings and select Enable features that may process data across multiple regions. This option would allow
data to be processed across multiple regions, which directly contradicts the company regulation that requires data to be located in
the same region as their physical office.
C . Turn on advanced settings and select Disable features that may process data across multiple regions. While this might seem
related to controlling data flow, the primary mechanism for specifying data residency for OUs is through data region policies, not
simply disabling cross-region processing features. Disabling such features might limit functionality without directly setting the data
storage region.
Reference from Google Workspace Administrator:
Choose a data region for your data: Google Workspace provides options for administrators to choose a data region for covered
Google Workspace services, which applies to primary customer data at rest. This can be set at the organizational unit (OU) level.
Reference:
Data regions FAQ: This resource provides more details on what data is covered, how data regions work, and the implications of
setting them. It emphasizes that you can set the data region at the OU level.

NEW QUESTION # 66 
Your company's security team should be able to investigate unauthorized external file sharing. You need to ensure that the security



team can use the security investigation tool and you must follow the principle of least privilege. What should you do?

A. Create a pre-built reporting role. Assign the role to the security team alias.
B. Share the Drive audit log with the security team.
C. Create a custom admin role with security center privileges. Assign the role to the individual security team members.
D. Grant the super admin role to a delegate from the security team.

Answer: C

Explanation:
By creating a custom admin role with security center privileges, you can ensure that the security team has the necessary access to
investigate unauthorized external file sharing while adhering to the principle of least privilege. This approach provides the security
team with the specific permissions they need without granting unnecessary broader privileges, such as those associated with the
super admin role.

NEW QUESTION # 67 
Users at your company are reporting that they are not receiving some emails in their corporate Gmail account. You have checked
the Google Workspace Status Dashboard and you found no service disruptions. You need to identify the root cause of the problem
and resolve the mail delivery issues. What should you do? (Choose two.)

A. Check the senders' IP addresses in the inbound mail gateway.
B. Investigate the Gmail log events for error messages or unusual patterns.
C. Verify whether the organization's Mail Exchange (MX) records are correctly configured.
D. Use Email Log Search (ELS) to identify specific delivery failures.
E. Check the users' spam folders to determine whether emails are being misdirected.

Answer: C,D

Explanation:
Use Email Log Search (ELS): ELS allows you to trace email delivery and identify issues, such as undelivered or bounced messages.
This is an essential tool for identifying the root cause of mail delivery issues.
Verify whether the organization's Mail Exchange (MX) records are correctly configured: Incorrect MX records could prevent emails
from being delivered to the organization's Gmail accounts. It's important to verify that these records are set up properly to ensure
smooth email delivery.

NEW QUESTION # 68 
The names and capacities of several conference rooms have been updated. You need to use the most efficient way to update these
details.
What should you do?

A. Add the modified rooms as new resources. Tell employees not to use old rooms.
B. Edit each resource in the Google Admin console.
C. Delete the existing resources and recreate the resources with the updated information.
D. Export the resource list to a CSV file, make the changes, and re-import the updated file.

Answer: D

Explanation:
Exporting the resource list to a CSV file, making the necessary updates, and then re-importing the file is the most efficient method for
updating multiple conference rooms at once. This approach allows you to make bulk updates quickly without needing to edit each
resource individually or delete and recreate rooms. It also ensures that the updated information is applied to all affected rooms at
once.

NEW QUESTION # 69
......
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