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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q119-Q124):
NEW QUESTION # 119 
When writing shellcode for Windows, what is the primary role of the CreateProcess function?
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Response:

A. To modify the memory layout of an existing process
B. To execute a new process on the system
C. To inject malicious code into another process
D. To disable security features

Answer: B

NEW QUESTION # 120 
What type of vulnerability is most commonly associated with stack smashing?
Response:

A. Cross-site scripting (XSS)
B. SQL injection
C. Buffer overflow
D. Race conditions

Answer: C

NEW QUESTION # 121 
What tools are commonly used to automate the process of generating exploits for stack buffer overflows?
(Choose Two)
Response:

A. Fuzzers
B. Metasploit
C. gdb
D. IDA Pro

Answer: B,D

NEW QUESTION # 122 
What is the primary role of SEH (Structured Exception Handling) in Windows exploitation?
Response:

A. To prevent return-oriented programming (ROP) attacks
B. To handle network connection failures
C. To disable stack-based memory protections
D. To exploit exception handlers and redirect program execution

Answer: D

NEW QUESTION # 123 
Which of the following is a limitation of fuzzing techniques?
Response:

A. Fuzzing is ineffective for large codebases
B. Fuzzing can only find known vulnerabilities
C. Fuzzing is limited by the quality of input mutations
D. Fuzzing cannot detect timing-based attacks

Answer: C

NEW QUESTION # 124
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