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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q69-Q74):

NEW QUESTION # 69

Which is a reason for

and physical security regulations meeting a mixed resistance?
Available Choices (select all choices that are correct)

e A There are a limited number of enforced cybersecurity and physical security regulations.
e B. Regulations contain only informative elements.
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¢ C. Cybersecurity risks can best be managed individually and in isolation.
¢ D. Regulations are voluntary docurents.

Answer: A

Explanation:

Cybersecurity and physical security regulations are intended to provide guidance and requirements for protecting industrial control
systers from various threats and risks. However, these regulations may face mixed resistance from different stakeholders for various
reasons. One of the reasons is that there are a limited number of enforced cybersecurity and physical security regulations, especially
at the international level. This means that some regions or countries may have more stringent or comprehensiveregulations than
others, creating inconsistencies and challenges for cross-border cooperation and compliance. Moreover, some regulations may be
outdated or not aligned with the current best practices and standards, such as ISA/IEC

62443, which may limit their effectiveness and applicability. Therefore, some organizations may prefer to follow voluntary standards
or frameworks, such as ISA/IEC 62443, rather than mandatory regulations, as they may offer more flexibility and adaptability to the
specific needs and contexts of each industrial control system. References:

* ISA/IEC 62443 Standards to Secure Your Industrial Control System, page 3

* Using the ISA/IEC 62443 Standard to Secure Your Control System, page 9

NEW QUESTION # 70
What is defined as the hardware and software components of an IACS?
Available Choices (select all choices that are correct)

A. Electronic security

B. Cybersecuritv

C. COTS software and hardware
D. Control system

Answer: D

NEW QUESTION # 71
Which protocol is commonly used for managing the security of message transmission on the Internet via web browsers?

A. TPsec
B. PPTP
C.TLS

D. L2TP

Answer: C

Explanation:

Transport Layer Security (TLS) is the primary cryptographic protocol used to secure web-based communications such as HTTPS in
web browsers.

From ISA/IEC 62443-3-3 (System Security Requirements and Security Levels), Annex B:

"TLS provides confidentiality, integrity, and authentication for commumnications over untrusted networks. It is commonly used to
secure HTTPS, SMTP, and other application protocols." TLS superseded SSL and is the backbone of secure data transmission
over the Internet.

Incorrect Options:

B). L2TP - Used for VPNS; not typically browser-related.

C). PPTP - Anolder VPN protocol, not used for browser encryption.

D). IPsec - Used to secure IP traffic at the network layer; not directly used in browser-based communication.

References:

ISA/TEC 62443-3-3:2013 - "System Security Requirements and Security Levels" NIST SP 800-52 (supports use of TLS in
government systens) ISA/IEC 62443 Study Guide

NEW QUESTION # 72
How should patching be approached within an organization?

e A. As apurely technical task with no business implications



e B. By ignoring downtime and costs
e C. As part of the broader risk management strategy
e D. Only after a cyberattack has occurred

Answer: C

Explanation:

Patching in industrial environments must align with the broader risk management strategy due to the potential impact on system
availability, safety, and compliance. According to ISA/IEC 62443-2-1, patch management is considered a part of operational
security controls, and the standard emphasizes that patching decisions must be risk-informed.

"Patch management procedures shall consider the risk of system impact and ensure minimal disruption to IACS operation. The
decision to apply patches must be based on risk assessments and business impact evaluations."

- ISA/IEC 62443-2-12010, Section 4.3.4.3

Additionally, ISA/IEC 62443-2-3 also supports the integration of patch management within the broader context of security
maintenance planning,

References:

ISA/IEC 62443-2-12010 - Section 4.3.4.3

ISA/IEC 62443-2-3:2015 - Patch management processes

ISA/TEC 62443-1-2 - Definitions and risk-based approach guidance

NEW QUESTION # 73
In an IACS system, a typical security conduit consists of which of the following assets?

A. Power lines, cabinet enclosures, and protective grounds

B. Ferrous, thickwall, and threaded conduit including raceways
C. Controllers, sensors, transmitters, and final control elements
D. Wiring, routers, switches, and network management devices

Answer: D

Explanation:

In ISA/IEC 62443, a conduit is a logical or physical communication path used to connect security zones and is typically composed
of.

Routers and switches

Network cabling (wiring)

Firewalls and network management devices

"A conduit is used to implement the flow of data between zones, and includes the commumnication hardware and associated logical
controls such as firewalls, switches, and routers."

- ISA/IEC 62443-1-1:2007, Clause 3.3.44 - Conduit

This differs from physical electrical conduits, which are not a cybersecurity concept.

References:

ISA/IEC 62443-1-12007 - Clause 3.3.44

ISA/TEC 62443-3-2 - Zone and Conduit Model (Clause 5.3)

NEW QUESTION # 74
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