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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q90-Q95):
NEW QUESTION # 90 
Which two statements are correct about JSA data collection? (Choose two.)

A. The Flow Collector can use statistical sampling
B. The Event Collector parses logs
C. The Event Collector collects information using BGP FlowSpec.
D. The Flow Collector parses logs.

Answer: A,B

Explanation:
The Flow Collector can use statistical sampling to collect and store network flow data in the JSA database. The Event Collector
collects information from various sources including syslog, SNMP, NetFlow, and BGP FlowSpec. Both the Flow Collector and the
Event Collector parse logs to extract useful information from the logs.

NEW QUESTION # 91 
You have deployed an SRX300 Series device and determined that files have stopped being scanned.
In this scenario, what is a reason for this problem?

A. The infected host communicated with a command-and-control server, but it did not download malware.
B. The software license is a free model and only scans executable type files.
C. The file is too small to have a virus.
D. You have exceeded the maximum files submission for your SRX platform size.

Answer: D

Explanation:
You have exceeded the maximum files submission for your SRX platform size: This statement is correct because file scanning on
SRX300 Series device has a limit on the number of files that can be submitted per minute based on the platform size3. For example,
SRX320 has a limit of 10 files per minute3.

NEW QUESTION # 92 
Which two statements are correct about the fab interface in a chassis cluster? (Choose two.)

A. Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization.
B. The fab interface enables configuration synchronization.
C. Heartbeat signals sent on the fab interface monitor the health of the control plane link.
D. In an active/active configuration, inter-chassis transit traffic is sent over the fab interface.

Answer: A,D

Explanation:
The fab interface is a fabric link that connects the two nodes in a chassis cluster. A chassis cluster is a high-availability feature that
groups two identical SRX Series devices into a cluster that acts as a single device.
The fab interface has two functions:
Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization: RTOs are data structures that
store information about active sessions, such as source and destination IP addresses, ports, protocols, and security policies. RTOs
are exchanged between the nodes on the fab interface to ensure that both nodes have the same session information and can take
over the traffic in case of a failover.
In an active/active configuration, inter-chassis transit traffic is sent over the fab interface: In an active/active configuration, both nodes
in a cluster can process traffic for different redundancy groups (RGs). RGs are collections of interfaces or services that fail over
together from one node to another. If traffic needs to transit from one RG to another RG that is active on a different node, it is sent
over the fab interface.
Reference: = Configuring Chassis Clustering on SRX Series Devices, Chassis Cluster Redundancy Groups, Chassis Cluster Data
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Plane

NEW QUESTION # 93 
You want to manually failover the primary Routing Engine in an SRX Series high availability cluster pair.
Which step is necessary to accomplish this task?

A. Adjust the priority in the configuration on the secondary node.
B. Manually request the failover and identify the secondary node
C. Implement the control link recover/ solution before adjusting the priorities.
D. Issue the set chassis cluster disable reboot command on the primary node.

Answer: B

Explanation:
This step involves issuing a command to manually initiate a failover from the primary Routing Engine to the secondary. This can
typically be done using a command like request chassis cluster failover redundancy-group <group-number> node <node-id>, where
<group-number> is the redundancy group you are failing over, and <node-id> specifies the node to which you want to failover
(usually the secondary node). This command forces the designated node to take over as primary for the specified redundancy group.

NEW QUESTION # 94 
You want to permit access to an application but block application sub.
Which two security policy features provide this capability? (Choose two.)

A. content filtering
B. URL filtering
C. micro application detection
D. APPID

Answer: C,D

Explanation:
Micro application detection is a feature that enables more granular control over applications by identifying and taking action on sub-
features or specific behaviors within an application. For example, allowing access to Facebook while blocking Facebook Chat.
Application Identification (APPID) is a feature that identifies and controls applications based on their traffic patterns and
characteristics. APPID can be configured to recognize not only the main application but also its various subcomponents, allowing for
precise control over what is allowed or blocked.

NEW QUESTION # 95
......
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