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Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q228-Q233):

NEW QUESTION # 228

You are designing a new global application using Compute Engine instances that will be exposed by a global HTTP(S) load
balancer. You need to secure your application from distributed denial-of-service and application layer (layer 7) attacks. What should
you do?

e A Configure VPC firewall rules to protect the Compute Engine instances against distributed denial-of-service attacks.

¢ B. Configure VPC Service Controls and create a secure perimeter. Define fine-grained perimeter controls and enforce that
security posture across your Google Cloud services and projects.

e C. Configure a Google Cloud Armor security policy in your project, and attach it to the backend service to secure the
application.

e D. Configure hierarchical firewall rules for the global HTTP(S) load balancer public IP address at the organization level

Answer: A

NEW QUESTION # 229

You are increasing your usage of Cloud VPN between on-premises and GCP, and you want to support more traffic than a single
tunnel can handle. You want to increase the available bandwidth using Cloud VPN.

‘What should you do?

e A. Double the MTU on your on-premises VPN gateway from 1460 bytes to 2920 bytes.

e B. Create two VPN tunnels on the same Cloud VPN gateway that point to the same destination VPN gateway IP address.

e C. Add a second on-premises VPN gateway with a different public IP address. Create a second tunnel on the existing Cloud
VPN gateway that forwards the same IP range, but points at the new on-premises gateway IP.

e D. Add a second Cloud VPN gateway in a different region than the existing VPN gateway. Create a new tunnel on the
second Cloud VPN gateway that forwards the same IP range, but points to the existing on-premises VPN gateway [P
address.

Answer: C

Explanation:
Explanation/Reference:

NEW QUESTION # 230

Your on-premises data center has 2 routers connected to your GCP through a VPN on each router. All applications are working
correctly; however, all of the traffic is passing across a single VPN instead of being load-balanced across the 2 connections as
desired.

During troubleshooting you find:

* Each on-premises router is configured with the same ASN.

* Each on-premises router is configured with the same routes and priorities.

* Both on-premises routers are configured with a VPN connected to a single Cloud Router.

* The VPN logs have no-proposal-chosen lines when the VPN are connecting.

* BGP session is not established between one on-premises router and the Cloud Router.

What is the most likely cause of this problem?

A. A firewall is blocking the traffic across the second VPN connection.

B. You do not have a load balancer to load-balance the network traffic.

C. BGP sessions are not established between both on-premises routers and the Cloud Router.
D. Orne of the VPN sessions is configured incorrectly.

Answer: B

NEW QUESTION # 231
You want to configure load balancing for an internet-facing, standard voice-over-IP (VOIP) application.
Which type of load balancer should you use?



A. TCP/SSL proxy load balancer
B. Internal TCP/UDP load balancer
C. Network load balancer

D. HTTP(S) load balancer

Answer: C

NEW QUESTION # 232

Question:

Your organization has a hub and spoke architecture with VPC Network Peering, and hybrid connectivity is centralized at the hub.
The Cloud Router in the hub VPC is advertising subnet routes, but the on-premises router does not appear to be receiving any
subnet routes from the VPC spokes. You need to resolve this issue.

‘What should you do?

¢ A Create customroutes at the Cloud Router in the hub to advertise the subnets of the VPC spokes.

¢ B. Create a BGP route policy at the Cloud Router, and ensure the subnets of the VPC spokes are being announced towards
the on-premises environment.

¢ (. Create custom learned routes at the Cloud Router in the hub to advertise the subnets of the VPC spokes.

¢ D. Create customroutes at the Cloud Router in the spokes to advertise the subnets of the VPC spokes.

Answer: C

Explanation:

Creating custom learned routes at the hub's Cloud Router is required for advertising VPC spokes' subnets to the on-premises
environment. This centralizes route configuration and ensures that all spoke subnet routes are propagated to the hybrid network.
Reference: Google Cloud - Cloud Router Custom Routes

NEW QUESTION # 233
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