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CompTIA Security+ Certification Exam Sample Questions (Q618-Q623):
NEW QUESTION # 618 
Which of the following are the best security controls for controlling on-premises access? (Select two.)

A. Memorable question
B. Biometric scanner
C. Picture ID
D. Phone authentication application
E. Swipe card
F. Camera

Answer: B,E

Explanation:
Detailed Explanation:Swipe cards and biometric scanners are commonly used to control on-premises access due to their reliability
and ability to restrict unauthorized entry. Swipe cards provide physical access control, while biometric scanners ensure identity
verification. Reference: CompTIA Security+ SY0-701 Study Guide, Domain 1: General Security Concepts, Section: "Physical
Security Controls".

NEW QUESTION # 619 
A company is considering an expansion of access controls for an application that contractors and internal employees use to reduce
costs. Which of the following risk elements should the implementation team understand before granting access to the application?

A. Threshold
B. Appetite
C. Register
D. Avoidance

Answer: B

Explanation:
Risk appetite refers to the level of risk an organization is willing to accept before implementing security measures. When expanding
access controls, the company must assess how much risk is acceptable in terms of data exposure, unauthorized access, and
compliance obligations.
Reference:
CompTIA Security+ SY0-701 Official Study Guide, Risk Management domain.

NEW QUESTION # 620 
Which of the following methods to secure data is most often used to protect data in transit?

A. Obfuscation
B. Hashing
C. Permission restrictions
D. Encryption

Answer: D

Explanation:
Encryption is the standard method for protecting data in transit, ensuring that intercepted communications cannot be read without the
appropriate decryption key.
Reference:
CompTIA Security+ SY0-701 Official Study Guide, Domain 1.3: "Encryption protects data confidentiality, especially for data in
transit over networks." Exam Objectives 1.3: "Explain the importance of cryptographic concepts."

NEW QUESTION # 621 
Which of the following is used to conceal credit card information in a database log file?



A. Obfuscation
B. Hashing
C. Tokenization
D. Masking

Answer: D

Explanation:
Masking involves altering the credit card information in such a way that it is not easily readable or identifiable while still retaining
some format or structure for processing or display purposes. This is particularly useful for ensuring sensitive data is protected in log
files or other records.

NEW QUESTION # 622 
A systems administrator is working on a solution with the following requirements:
* Provide a secure zone.
* Enforce a company-wide access control policy.
* Reduce the scope of threats.
Which of the following is the systems administrator setting up?

A. CIA
B. Zero Trust
C. AAA
D. Non-repudiation

Answer: B

Explanation:
Explanation
Zero Trust is a security model that assumes no trust for any entity inside or outside the network perimeter and requires continuous
verification of identity and permissions. Zero Trust can provide a secure zone by isolating and protecting sensitive data and resources
from unauthorized access. Zero Trust can also enforce a company-wide access control policy by applying the principle of least
privilege and granular segmentation for users, devices, and applications. Zero Trust can reduce the scope of threats by preventing
lateral movement and minimizing the attack surface.
References:
5: This source explains the concept and benefits of Zero Trust security and how it differs from traditional security models.
8: This source provides an overview of Zero Trust identity security and how it can help verify the identity and integrity of users and
devices.

NEW QUESTION # 623
......
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