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NEW QUESTION # 27

‘Which management mode is recommended for FortiAP when used in a large-scale enterprise with FortiManager?
Response:

A. FortiCloud
B. Local

C. Cloud

D. Bridge

Answer: B

NEW QUESTION # 28
Refer to the exhibit.
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‘Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area.

The first AP has 32 clients associated with the 5 GHz radios and 22 clients associated with the 2.4 GHz radio.

The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength.
The second AP measures the new client at -43 dBm signal strength.

Ifthe new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?

A. The first AP 5 GHz interface because it has a stronger signal.

B. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

C. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

D. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.

Answer: D

Explanation:

From theWTP profile:
set handoff-rssi 30

set handoff-sta-thresh 30



config radio- 1

set band 802.11n-2G

set vaps "Student01"

config radio-2

set band 802.11ac-5G

set darrp enable

set arrp-profile "arrp-default"

set vaps "Student01"

Key points:

* Same SSID (Student01)is broadcast onboth APsand onboth bands(2.4 and 5 GHz).

* handoff-sta-thresh 30 enablesclient load-balancingbetween APs:

* When an AP radio hasmore than 30 associated clients, it starts rejecting new associations so that clients connect to a neighboring
AP instead (as long as RSSI is still acceptable).

* Current client counts:

* AP1:32 clients on 5 GHz, 22 on 2.4 GHz

* AP2:12 clients on 5 GHz, 20 on 2.4 GHz

So on 5 GHz

* AP1's 5-GHz radioexceedsthe 30-client threshold (32 > 30) # it will try topush new clients away.

* AP2's 5-GHz radio iswell belowthe threshold (12 clients) and will happily accept new clients.

The new dual-band client is seen at:

* -33 dBmby AP1

* -43 dBmby AP2

Even though AP1 has the stronger signal, its 5-GHz radio is already overloaded according to the configured threshold, so AP1 will
refuse association attempts from that client. The client will then associate toAP2's 5- GHz radio, which:

* Hasfewer clients(better airtime per device), and

* Still has an acceptable signal (-43 dBmis easily usable on 5 GHz).

That matches optionCexactly.

Other options are incorrect because they ignore the configuredclient-load-balancing thresholdsand assume association based purely
on RSSI or prefer 2.4 GHz, which is not what this profile is tuned to do.

NEW QUESTION # 29
Refer to the exhibits which show the FortiSwitch and FortiGate interface configurations.
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Which two statements describe how port2 handles tagged and untagged traffic? (Choose two.) Response:

A. Port2 tags egress traffic for VLAN 100.

B. Port2 assigns ingress untagged traffic to VLAN 100.

C. Port2 accepts ingress tagged traffic for VLAN IDs 4091 and 4093 only.

D. Port2 accepts ingress untagged traffic for VLAN IDs 100, 4091, and 4093 only.

Answer: B,C

NEW QUESTION # 30

Which three configuration steps are needed to onboard a FortiExtender to FortiGate?
(Choose three)

Response:

A. Assign nterface role to FortiExtender port
B. Add FortiExtender to trusted device list
C. Set modemmode to passthrough

D. Authorize FortiExtender on FortiGate

Answer: A,.B,D

NEW QUESTION # 31
‘When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?

A. Traffic is sent to an allowed VLAN.

B. Traffic is sent as untagged traffic.

C. Traffic is sent to an access VLAN.

D. Traffic is assigned to the native VLAN.

Answer: C

Explanation:

When a device'sMAC address is quarantinedon a FortiSwitch (via FortiLink NAC, fabric automation, or manual quarantine),
FortiSwitch enforces quarantine using thequarantine VLLAN, also called theaccess VLANinside FortiSwitch NAC operations.
FortiSwitch behavior is defined in LAN Edge documentation:

* Quarantined devices are moved into an"access VLAN" reserved for isolation.

* This VLAN isstatically defined on the FortiGate NAC policy, and switch ports dynamically reassign the quarantined MAC into
that VLAN.

* All egress traffic from the quarantined MAC is forced into this VLAN, preventing access to the production network.

Thus, the correct description is:

#Traffic is sent to an access VLAN.

Options B, C, and D are incorrect because:

* Quarantine doesnotreassign to native VLAN.



* It doesnotsend untagged traffic arbitrarily.
* It doesnotforward traffic to allowed VLANS

NEW QUESTION # 32
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