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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q27-Q32):

NEW QUESTION # 27

A technician completes the mstallation of an OS that appears to be successful. However, when the technician removes the USB
drive that was used for the installation and restarts the system, the error "No boot device found" appears. Which of the following
should the technician do next to resolve the issue?

A. Restart in recovery mode and troubleshoot
B. Enable UEFI devices in the BIOS

C. Reseat the SATA cable

D. Install storage drivers for the motherboard
E. Reinstall the OS froma new ISO

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Ifthe system fails to boot after removing the USB installation media, it often means the BIOS is not pointing to the correct boot
device. This typically involves an issue with the BIOS settings-such as UEFI being disabled when the OS was installed in UEFI
mode.

FromAll-in-One Exam Guideby Travis Everett:

"One of the most common post-installation issues is failing to configure the boot mode correctly in BIOS. Ifan OS is installed in
UEFI mode, the UEFI boot must be enabled, otherwise the system won't detect the bootloader."

NEW QUESTION # 28

After using a third-party disk optimization software package, a technician restarts a laptop and receives the message "No operating
system found." The technician verifies that the BIOS properly recognizes the SSD.

‘Which of the following should the technician do next?

A. Update BitLocker settings in the BIOS

B. Isolate the system from the corporate network
C. Boot from installation media and repair the MBR
D. Replace the CMOS battery

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A corruptedMaster Boot Record (MBR)is a common issue after disk manipulation. Booting from installation media and using tools
like bootrec to repair the MBR can resolve the problem

Travis Everett - All-in-One Exam Guideexplains:

"A damaged MBR may result in the OS not loading, Booting from recovery or installation media and selecting startup repair or
running bootrec commands can restore functionality.”

NEW QUESTION # 29
A user switches from Linux to Windows and tries to migrate data using an external USB drive. Windows prompts that the device
nmust be formatted. It works fine on Linux. What should the user do?

A. Apply a firmware update from the PC manufacturer

B. Configure Windows firewall to allow data from Linux systems
C. Replace the cable with Windows-supported hardware

D. Update the file allocation systemto exFAT

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:



Windows doesn't natively support many Linux file systens (like ext4).Reformatting to extF ATmakes the drive readable/writable on
both Linux and Windows.

FromAll-in-One Exam Guide:

"For cross-platform compatibility, exFAT is recommended as it supports large files and is recognized by Windows, macOS, and
Linux (with exFAT drivers)."

NEW QUESTION # 30
A technician verifies that a malware incident occurred on some computers in a small office. Which of the following should the
technician do next?

A. Disable System Restore

B. Update the anti-malware and scan the computers
C. Quarantine the infected systems

D. Educate the end users

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Once a malware incident has been confirmed, the immediate next step is to contain the threat. Quarantining infected systems
prevents the malware from spreading to other devices and isolates the malicious code for further analysis or remediation.

B: Educating end users is important but occurs later in the incident response process.

C: Disabling System Restore is part of cleanup, not containment.

D: Updating and scanning should occur after the system is quarantined to prevent further infection or spread.

Reference:

CompTIA A+ 220-1102 Objective 2.5: Given a scenario, detect, remove, and prevent malware using appropriate tools and
methods.

Study Guide Section: Malware removal best practices - Step 2: Quarantine the infected system

NEW QUESTION # 31

A secretary receives an email from the company's chief executive officer with a request to pay a vendor immediately. After the
payment is made, the CEO mnforns the secretary that they never sent that email. Which of the following social engineering tactics
best describes this type of attack?

A. Spear phishing
B. Impersonation
C. Whaling
D. Evil twin

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Whalingis a form of phishing that targets high-profile individuals or involves pretending to be them (e.g., CEOs) to trick lower-level
employees into transferring finds or sensitive data.

FromQuentin Docter - CompTIA A+ Study Guide:

"Whaling is a phishing tactic targeting executives or masquerading as one. The attacker crafts emails that exploit authority and
urgency to manipulate recipients."

NEW QUESTION # 32
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