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Cisco Implementing Secure Solutions with Virtual Private Networks Sample
Questions (Q145-Q150):

NEW QUESTION # 145

[KEv2: (SESSION ID = 17,SA ID = 1):Processing IKE AUTH message
IKEv2:IPSec policy validate reguest sent for profile CloudOne with psh index 1.

IKEv2: (SESSION ID = 17,SA ID =/1):
IKEV2: (SA ID = 1):[IPsec -> IKEv2] Callback received for the validate proposal - FAILED.

IKEv2-ERROR: (SESSION ID & 17,SK ID '=yl):% There was no IPSEC policy found for received TS
IKEv2: (SESSION ID = 17,SA EDy= 1) :Sending TSyunageeptable notify

[KEv2: (SESSION ID = 17,5A ID = 1):Get my authentication method

IKEv2: (SESSION ID = 17,SA ID = 1):My authentication method is "PSK'

IKEv2: (SESSION ID = 17,5R ID = 1):Get peer's preshared key for 68.72.250.251

TKEv2: (SESSION ID = 17,SA ID = 1):Generate my authentication data

[KEV2: (SESSION ID = 17,5A ID = 1):Use preshared key for id 68.72.250.250, key len S

Generate IKEv2 authentication data
IKEv2Z authentication data generation PASSED
IKEv2: (SESSION ID = 17,.8A ID = 1):Get my authentication methed
[KEv2: (SESSION ID = 17,5A ID = 1):My authentication method is 'PSK'
[KEv2: (SESSION ID = 17,8A ID = 1):Generating IKE RUTH message
IKEv2: (SESSION ID = 17,5A ID = 1):Constructing IDr payload: '€£.72.250.250"' of type 'IFvd address'
IKEv2: (SESSION ID = 17,SA ID = 1):Building packet for encryption.
payload contents:
VID IDr AUTH ROTIFY (TS_UNACCEFTABLE)

IKEv2: (SESSION ID = 17,5A ID'= 1):Sending Packet [To 68.72.250.251:500/From 68.72.250.250:500/VRF 10:10)
Initiator SPI : 3D527B1DSODBEEF4 - Responder SPI : BCG93F17F2656636 Message id: 1

[KEvZ IKE_AUTH Exchange RESPONSE

payload contents:

ENCR

Refer to the exhibit. Based on the debug output, which type of mismatch is preventing the VPN from coming up?

A. lifetime

B. PFS

C. interesting traffic
D. preshared key

Answer: A

Explanation:

Section: Troubleshooting using ASDM and CLI

Explanation:

Ifthe responder’s policy does not allow it to accept any part of the proposed Traffic Selectors, it responds with a
TS_UNACCEPTABLE Notify message.

NEW QUESTION # 146
Which two commands help determine why the NHRP registration process is not being completed even after the [Psec tunnel is up?
(Choose two.)

e A show ip traffic

B. show crypto isakmp sa
C. show dmwvpn detail

D. show crypto ipsec sa
E. show ip nhrp traffic

Answer: B,E

Explanation:
httpsy//www.cisco.comy/c/en/us/support/docs/security/dynamic-multipoint-vpn-dnmvpr/'1 1 1976-dmvpn-troubleshoot-00. html

NEW QUESTION # 147
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A network engineer is configuring a server. The router will terminate encrypted VPN connections on g0/0, which is in the VRF
"Internet". The clear-text traffic that must be encrypted before being sent out traverses g0/1, which is in the VRF "Internal". Which
two VRF-specific configurations allow VPN traffic to traverse the VRF-aware interfaces? (Choose two.)

A. Under the IKEV2 profile, add the vrf Internal command.

B. Under the IKEW2 profile, add the match firf Internal command.

C. Under the IKEv2 profile, add the match furf Internet command.

D. Under the virtual-template interface, add the tunnel vt Internet command.

E. Under the virtual-tenplate interface, add the ip vrf forwarding Internet command.

Answer: C,E

NEW QUESTION # 148
Which clientless SSLVPN supported feature works when the http-only-cookie command is enabled?

A. Java rewriter -

B. script browser

C. Citrix load balancer
D. port reflector

E. Java plug-ins

Answer: E

Explanation:

httpsy/www.cisco.comyc/en/us/td/docs/security/asa/asa94/config- guides/asdm74/vpr/asdm+ 74-vpn-config/webvpn-
troubleshooting. html The following Clientless SSL VPN features will not work when the http-only-cookie command is enabled:
* Java plug-ins

* Java rewriter

* Port forwarding

* File browser

* Sharepoint features that require desktop applications (for example, MS Office applications)

* AnyConnect Web launch

* Citrix Receiver, XenDesktop, and Xenon

* Other non-browser-based and browser plugin-based applications

NEW QUESTION # 149
Cisco AnyConnect clients need to transfer large files over the VPN sessions. Which protocol provides the best throughput?

A. 12TP

B. IPsec IKEv1
C. DILS

D. SSI/TLS

Answer: C

Explanation:
Section: Secure Commumications Architectures

NEW QUESTION # 150
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