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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q56-Q61):

NEW QUESTION # 56
A security analyst found an old version of OpenSSH running on a DMZ server and determined the following piece of code could
have led to a command execution through an integer overflow;

nresp = CaTHAT Dat | L]

‘Which of the following controls must be in place to prevent this vulnerability?

A. Use built-in functions from libraries to check and handle long numbers properly.
B. Convert all integer numbers in strings to handle the memory buffer correctly.

C. Implement float numbers instead of integers to prevent integer overflows.

D. Sanitize user inputs, avoiding small numbers that cannot be handled in the memory.

Answer: A

Explanation:

The security analyst should implement a control that uses built-in fimctions from libraries to check and handle long numbers properly.
This will help prevent integer overflow vulnerabilities, which occur when a value is moved into a variable type too small to hold it.
For exanple, if an integer variable can only store values up to 255, and a value of 256 is assigned to i, the variable will overflow and
wrap around to 0. This can cause unexpected program behavior or lead to buffer overflow vulnerabilities if the overflowed value is
used as an index or size for memory allocation]. Built-in finctions from libraries can help avoid integer overflow by performing
checks on the mput values and the resulting values, and throwing exceptions or errors if they exceed the limits of the variable type2.

NEW QUESTION # 57

A software patch has been released to remove vulnerabilities from company's software.

A security analyst has been tasked with testing the software to ensure the vulnerabilities have been remediated and the application is
still finctioning properly.

Which of'the following tests should be performed NEXT?

A. Fuzzing

B. Regression testing

C. User acceptance testing
D. Penetration testing

Answer: B

NEW QUESTION # 58
An incident responder successfully acquired application binaries off a mobile device for later forensic analysis.
Which of the following should the analyst do NEXT?

A. Compute SHA-256 hashes for each binary.

B. Inspect the permissions manifests within each application.

C. Decompile each binary to derive the source code.

D. Performa factory reset on the affected mobile device.

E. Encrypt the binaries using an authenticated AES-256 mode of operation.

Answer: A

NEW QUESTION # 59
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An analyst performs a routine scan of a host using Nmap and receives the following output:

S nmap -sS 10.0.3.1

Starting Nmap 8.9 (http://nmap.org) at 2019-01-19 12:03 PST
Nmap scan report for 10.0.3.1

Host is up (0.00098s latency).

Not shown: 979 closed ports

PORT STATE SERVICE
207 pepmefidtered/\ ftp-data
. ot

247vep | Hidtered T \ftp

22/tcp opebh ssh
23/tcp open telnet
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.840 seconds

Which of the following should the analyst nvestigate FIRST?

A. Port 23
B. Port 21
C. Port 80
D. Port 22

Answer: A

NEW QUESTION # 60

SIMULATION

You are a cybersecurity analyst tasked with interpreting scan data from Company A's servers.

You must verify the requirements are being met for all of the servers and recommend changes if you find they are not.
The company's hardening guidelines indicate the following:

* TLS 1.2 is the only version of TLS running,

* Apache 2.4.18 or greater should be used.

* Only default ports should be used.

INSTRUCTIONS

Using the supplied data, record the status of compliance with the company's guidelines for each server.

The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for issues based ONLY on
the hardening guidelines provided.
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AppServl AppServ2 AppServd AppServd Fill out the following report based on your analysis of the scan data.

e | AppSenvt is only using TLS 1.2
| AppServZ is only using TLS 1.2
[ | AppServ3 is only using TLS 1.2
AppServd is only using TLS 1.2
| AppServ1 is using Apache 2.4.18 or greater
| AppServ2 is using Apache 2.4.18 orgreater
AppServd is using Apache 2.4018 or greater
| AppServd is using Apache 2.4.18 or greater




Part 1

T

AppServl AppServi AppSenvd  AppServd Fill out the following report based on your analysis of the scan data.

AppServi is only using TLS 1.2
AppServ2 |s only using TLS 1.2
AppServd is only using TLS 1.2
AppSerd i3 only using TLS 1.2
AppSen] is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4,18 or greater
AppServ3 is using Apache 2.4 18 or greater
AppServd is using Apache 2.4.18 or greater




AppServ1 AppServ2 AppServ3 AppServd Fill out the following repert based on your analysis of the scan data.

AppServ1 is only using TLS 1.2
AppServ2 is only using TLS 1.2
| AppServ3 is only using TLS 1.2
[] AppServé is only using TLS 1.2
| AppServ1 is using Apache 2.4.18 or greater
[ ] AppServ2 is using Apache 2.4.18 or greater
| AppServ3 is using Apache 2.4.18 or greater
AppServ4 is using Apache 2.4.18 or greater




art 1
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\ppServl AppServ2 AppServ3d AppServd Fill out the following report based on your analysis of the scan data.

AppServ1 is only using TLS 1.2
AppServ2 is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppServ4 is only using TLS 1.2
AppServ1 is using Apache 2.4.18 or greater
| AppServ2 is using Apache 2.4.18 or greater
AppServ3 is using Apache 2.4.18 6F Greater
| AppServ4 is using Apache 2418 or gréater

Scan Data Configuration Change Recommendations

AppServl AppServ2 AppServ3 o Add recommendation for | Tl
AppSrvi
AppSrv2
AppSrv3
AppSrvé4

Answer:

Explanation:

Part 1 answer:

Check on the following;
AppServl is only using TLS.1.2
AppServ4 is only using TLS.1.2



AppServl is using Apache 2.4.18 or greater

AppServ3 is using Apache 2.4.18 or greater

AppServ4 is using Apache 2.4.18 or greater

Part 2 answer:

Recommendation:

Recommendation is to disable TLS v1.1 on AppServ2 and AppServ3. Also upgrade AppServ2 Apache to version 2.4.48 from its
current version of 2.3.48

NEW QUESTION # 61
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