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Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q55-
Q60):
NEW QUESTION # 55 
Which National Institute of Standards and Technology (NIST) incident handling phase involves removing malware and persistence
mechanisms from a compromised host?

A. Analysis
B. Eradication
C. Recovery
D. Containment

Answer: B

NEW QUESTION # 56 
How do playbook templates benefit SOC operations?

A. By serving as a decorative element in the SOC
B. By providing standardized responses to common security scenarios
C. By increasing the complexity of incident response
D. By reducing the need for IT personnel

Answer: B

NEW QUESTION # 57 
Which two ways can you create an incident on FortiAnalyzer? (Choose two.)

A. Using a custom event handler
B. By running a playbook
C. Manually, on the Event Monitor page
D. Using a connector action

Answer: A,C

Explanation:
Understanding Incident Creation in FortiAnalyzer:
FortiAnalyzer allows for the creation of incidents to track and manage security events.
Incidents can be created both automatically and manually based on detected events and predefined rules.
Analyzing the Methods:
Option A: Using a connector action typically involves integrating with other systems or services and is not a direct method for
creating incidents on FortiAnalyzer.
Option B: Incidents can be created manually on the Event Monitor page by selecting relevant events and creating incidents from
those events.
Option C: While playbooks can automate responses and actions, the direct creation of incidents is usually managed through event
handlers or manual processes.
Option D: Custom event handlers can be configured to trigger incident creation based on specific events or conditions, automating
the process within FortiAnalyzer. Conclusion:
The two valid methods for creating an incident on FortiAnalyzer are manually on the Event Monitor page and using a custom event
handler.
Reference: Fortinet Documentation on Incident Management in FortiAnalyzer.
FortiAnalyzer Event Handling and Customization Guides.

NEW QUESTION # 58 
A customer wants FortiAnalyzer to run an automation stitch that executes a CLI command on FortiGate to block a predefined list of
URLs, if a botnet command-and-control (C&C) server IP is detected.
Which FortiAnalyzer feature must you use to start this automation process?



A. Connector
B. Data selector
C. Event handler
D. Playbook

Answer: C

Explanation:
* Understanding Automation Processes in FortiAnalyzer:
* FortiAnalyzer can automate responses to detected security events, such as running commands on FortiGate devices.
* Analyzing the Customer Requirement:
* The customer wants to run a CLI command on FortiGate to block predefined URLs when a botnet C&C server IP is detected.
* This requires an automated response triggered by a specific event.
* Evaluating the Options:
* Option A:Playbooks orchestrate complex workflows but are not typically used for direct event-triggered automation processes.
* Option B:Data selectors filter logs based on criteria but do not initiate automation processes.
* Option C:Event handlers can be configured to detect specific events (such as detecting a botnet C&C server IP) and trigger
automation stitches to execute predefined actions.
* Option D:Connectors facilitate communication between FortiAnalyzer and other systems but are not the primary mechanism for
initiating automation based on log events.
* Conclusion:
* To start the automation process when a botnet C&C server IP is detected, you must use anEvent handlerin FortiAnalyzer.
References:
* Fortinet Documentation on Event Handlers and Automation Stitches in FortiAnalyzer.
* Best Practices for Configuring Automated Responses in FortiAnalyzer.

NEW QUESTION # 59 
According to the National Institute of Standards and Technology (NIST) cybersecurity framework, incident handling activities can
be divided into phases.
In which incident handling phase do you quarantine a compromised host in order to prevent an adversary from using it as a stepping
stone to the next phase of an attack?

A. Analysis
B. Eradication
C. Recovery
D. Containment

Answer: D

Explanation:
* NIST Cybersecurity Framework Overview:
* The NIST Cybersecurity Framework provides a structured approach for managing and mitigating cybersecurity risks. Incident
handling is divided into several phases to systematically address and resolve incidents.
* Incident Handling Phases:
* Preparation: Establishing and maintaining an incident response capability.
* Detection and Analysis: Identifying and investigating suspicious activities to confirm an incident.
* Containment, Eradication, and Recovery:
* Containment: Limiting the impact of the incident.
* Eradication: Removing the root cause of the incident.
* Recovery: Restoring systems to normal operation.
* Containment Phase:
* The primary goal of the containment phase is to prevent the incident from spreading and causing further damage.
* Quarantining a Compromised Host:
* Quarantining involves isolating the compromised host from the rest of the network to prevent adversaries from moving laterally and
causing more harm.
* Techniques include network segmentation, disabling network interfaces, and applying access controls.

NEW QUESTION # 60
......
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