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Microsoft Security Operations Analyst Sample Questions (Q172-Q177):
NEW QUESTION # 172 
You have a Microsoft 365 subscription that uses Microsoft Defender XDR.
You need to create a custom detection rule that will identify devices that had more than five antivirus detections within the last 24
hours.
how should you complete the query? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.
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Answer:

Explanation:

Explanation:

NEW QUESTION # 173 
You deploy Azure Sentinel.
You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution
must minimize administrative effort.
Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION # 174 
You are responsible for responding to Azure Defender for Key Vault alerts.
During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks
B. the access policy settings of the key vault
C. role-based access control (RBAC) for the key vault
D. Azure Active Directory (Azure AD) permissions

Answer: A

Explanation:
When Azure Defender for Key Vault (now Microsoft Defender for Key Vault) detects unauthorized access attempts-especially from
Tor exit nodes or other suspicious IPs-the recommended mitigation is to restrict access to trusted networks by using Key Vault
firewalls and virtual networks. Microsoft's official guidance specifies: "Enable Key Vault firewalls and virtual networks to allow
access only from specific public IP addresses, IP ranges, or selected virtual networks. Deny requests from untrusted sources such as
Tor exit nodes." While Azure AD permissions and RBAC control who can authenticate and what operations they can perform, they
do not prevent network-level threats. Access policies define granular permissions but cannot block specific network origins.
Network-level controls like firewalls and VNets provide the strongest protection against malicious traffic or automated attacks from
anonymous sources.
Therefore, to mitigate unauthorized access attempts coming from Tor exit nodes, the appropriate configuration is A. Key Vault
firewalls and virtual networks.

NEW QUESTION # 175 
You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named User1.
You are notified that the account of User1 is compromised.
You need to review the alerts triggered on the devices to which User1 signed in.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:
Box 1: join
An inner join.
This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for DeviceId.
This query uses the DeviceInfo table to check if a potentially compromised user (<account-name>) has logged on to any devices
and then lists the alerts that have been triggered on those devices.
DeviceInfo
//Query for devices that the potentially compromised account has logged onto
| where LoggedOnUsers contains '<account-name>'
| distinct DeviceId
//Crosscheck devices against alert records in AlertEvidence and AlertInfo tables
| join kind=inner AlertEvidence on DeviceId
| project AlertId
//List all alerts on devices that user has logged on to
| join AlertInfo on AlertId
| project AlertId, Timestamp, Title, Severity, Category
DeviceInfo LoggedOnUsers AlertEvidence "project AlertID"



Box 2: project
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails- devices?view=o365-
worldwide

NEW QUESTION # 176 
You have a Microsoft Sentinel workspace named sws1.
You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must
exclude users that list storage keys for a single storage account.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



NEW QUESTION # 177
......
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