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o Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private

. apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise

Topic 1 browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers

(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma

SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.

o Cybersecurity:This section of the exam measures skills of a Cybersecurity Practitioner and covers
fundamental concepts of cybersecurity, including the components of the authentication, authorization, and
accounting (AAA) framework, attacker techniques as defined by the MITRE ATT&CK framework, and
key principles of Zero Trust such as continuous monitoring and least privilege access. It also addresses
understanding advanced persistent threats (APT) and common security technologies like identity and
access management (IAM), multi-factor authentication (MFA), mobile device and application
management, and email security.

Topic 2

o Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, fnctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies
such as intrusion prevention systers (IPS), URL filtering, DNS security, VPNs, and SSL

¢ TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and 10T, cloud-delivered
security services, and Al-powered security functions like Precision Al

Topic 3
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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q27-Q32):

NEW QUESTION # 27
Which MITRE ATT&CK tactic grants increased permissions to a user account for internal servers of a corporate network?

A. Persistence
B. Data exfiltration

C. Impact
D. Privilege escalation

Answer: D

Explanation:
The Privilege Escalation tactic in the MITRE ATT&CK framework involves techniques used by attackers to gain higher-level
permissions on a system or network, allowing greater access to internal servers and sensitive data.

NEW QUESTION # 28
What are two limitations of signature-based anti-malware software? (Choose two.)

e A Ttis unable to detect polymorphic malware.
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¢ B. It only uses packet header information.
e C. It requires samples lo be buffered
e D. It uses a static file for comparing potential threats.

Answer: AD

Explanation:
Signature-based systers struggle with polymorphic or obfuscated malware, which changes its code to avoid detection. Signature-
based detection relies on static databases of known threat signatures, limiting its ability to identify new or unknown threats.

NEW QUESTION # 29
Which activity is a technique in the MITRE ATT&CK framework?

A. Credential access

B. Account discovery

C. Resource development
D. Lateral movement

Answer: B

Explanation:

Account discovery is a technique in the MITRE ATT&CK framework under the Discovery tactic. It mvolves adversaries attempting
to identify user accounts on a system or network.

Credential access, lateral movement, and resource development are tactics - high-level objectives an attacker is trying to achieve.

NEW QUESTION # 30
What is a purpose of workload security on a Cloud Native Security Platform (CNSP)?

A. To secure serverless functions across the application

B. To provide automation for application creation in the cloud
C. To provide comprehensive logging of potential threat vectors
D. To secure public cloud infrastructures only

Answer: A

Explanation:

Workload security in a Cloud Native Security Platform (CNSP) is designed to secure containers, VMs, and serverless functions
throughout the entire application lifecycle - from development to runtime - by detecting and blocking vulnerabilities,
misconfigurations, and runtime threats.

NEW QUESTION # 31
Which type of portable architecture can package software with dependencies in an isolated unit?

A. SaaS

B. Air-gapped
C. Serverless

D. Containerized

Answer: D

Explanation:
A containerized architecture packages software along with its dependencies, libraries, and configuration into an isolated unit called a
container. This ensures consistent behavior across environments and simplifies deployment and scaling.

NEW QUESTION # 32
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