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NEW QUESTION # 11 
Your organization is in the process of optimizing its Azure network architecture and wants to dynamically manage and exchange
routing information between its virtual networks and on-premises networks.
Which Azure service would help to provide a centralized point for efficient route management and dynamic routing?

A. Azure Virtual WAN
B. Azure VPN Gateway
C. Azure ExpressRoute
D. Azure Route Server

Answer: D

Explanation:
Azure Route Serverenables dynamic route exchange using BGP between your Azure virtual network and network virtual appliances
(NVAs) or on-premises networks. It provides acentralized and scalable solution for route management, allowing seamless
integration of routing updates without manual configuration changes.

NEW QUESTION # 12 
Refer to the exhibits.



A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter traffic to a Linux server running Apache server.
Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.
What configuration changes could you perform to allow SSH traffic?

A. Include the Linux server in the back-end pool options
B. Add a new Azure load balancing rule
C. Add a new Inbound NAT rule
D. Configure a customized port under the Frontend IP configuration

Answer: C

Explanation:
Sinceport 80 traffic is reaching the FortiGate(as shown in the sniffer output) butport 22 traffic is not, the issue liesbefore the
FortiGate, at theAzure Load Balancer level. Azure Load Balancers require anInbound NAT ruleto forward specific ports (like SSH
on port 22) to a specific backend VM. Creating a newInbound NAT rule for port 22will allow SSH traffic to be properly routed to
the FortiGate VM.

NEW QUESTION # 13 
Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vCPUs and memory assigned to this resource.
Which cloud model could meet this requirement?

A. Software-as-a-Service (SaaS)
B. Platform-as-a-Service (PaaS)
C. Infrastructure-as-a-Service (IaaS)
D. Function-as-a-Service (FaaS)

Answer: C

Explanation:
Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides full flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

NEW QUESTION # 14 
You want to take advantage of Azure availability zones for your cloud-based Fortinet deployment.
Which two benefits do Azure availability zones provide? (Choose two.)



A. Protect applications and data through high availability with fault isolation and redundancy
B. Improve database performance and reliability
C. Enhanced protection for application and data in a single Azure region
D. Protect applications and data across multiple Azure regions

Answer: A,C

Explanation:
Enhanced protection for application and data in a single Azure region - Availability Zones provide physical separation of
infrastructure within a single Azure region, protecting against datacenter-level failures.
Protect applications and data through high availability with fault isolation and redundancy - They offer fault isolation and redundancy,
enabling high availability for applications and services by distributing them across multiple zones within the same region.

NEW QUESTION # 15 
What is a limitation of the Network Security Groups (NSGs) in Azure?

A. NSGs cannot be applied to individual virtual machines.
B. NSGs operate at the application layer, limiting their effectiveness in the network layer.
C. NSGs allow the filtering of inbound traffic only.
D. NSGs are applied only to vNICs.

Answer: D

Explanation:
Alimitation of NSGsis that they are applied only at thesubnet level or to network interfaces (vNICs), not directly to other resources
like load balancers or application gateways. This meansgranular application- layer filteringis not supported, andNSGs primarily
operate at Layers 3 and 4.
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