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improve their skills and knowledge in the field of incident handling and response.

GIAC Certified Incident Handler Sample Questions (Q153-Q158):
NEW QUESTION # 153 
Which of the following practices come in the category of denial of service attack?
Each correct answer represents a complete solution. Choose three.

A. Sending thousands of malformed packets to a network for bandwidth consumption
B. Performing Back door attack on a system
C. Sending lots of ICMP packets to an IP address
D. Disrupting services to a specific computer

Answer: A,C,D

NEW QUESTION # 154 
Adam works as a Security Analyst for Umbrella Inc. Company has a Windows-based network. All computers run on
Windows XP. Manager of the Sales department complains Adam about the unusual behavior of his computer. He told
Adam that some pornographic contents are suddenly appeared on his computer overnight. Adam suspects that some
malicious software or Trojans have been installed on the computer. He runs some diagnostics programs and Port
scanners and found that the Port 12345, 12346, and 20034 are open. Adam also noticed some tampering with the
Windows registry, which causes one application to run every time when Windows start.
Which of the following is the most likely reason behind this issue?

A. Cheops-ng is installed on the computer.
B. NetStumbler is installed on the computer.
C. Elsave is installed on the computer.
D. NetBus is installed on the computer.

Answer: D

NEW QUESTION # 155 
Mark works as a Network Administrator for Perfect Inc. The company has both wired and wireless networks.
An attacker attempts to keep legitimate users from accessing services that they require. Mark uses IDS/IPS sensors on the wired
network to mitigate the attack. Which of the following attacks best describes the attacker's intentions?

A. Land attack
B. Internal attack
C. Reconnaissance attack
D. DoS attack

Answer: D

NEW QUESTION # 156 
Which of the following are countermeasures to prevent unauthorized database access attacks?
Each correct answer represents a complete solution. Choose all that apply.

A. Removing all stored procedures
B. Session encryption
C. Applying strong firewall rules
D. Input sanitization

Answer: A,B,C,D

Explanation:
Section: Volume B



NEW QUESTION # 157 
You run the following PHP script:
<?php $name = mysql_real_escape_string($_POST["name"]);
$password = mysql_real_escape_string($_POST["password"]); ?>
What is the use of the mysql_real_escape_string() function in the above script.
Each correct answer represents a complete solution. Choose all that apply.

A. It escapes all special characters from strings $_POST["name"] and $_POST["password"].
B. It escapes all special characters from strings $_POST["name"] and $_POST["password"] except ' and ".
C. It can be used as a countermeasure against a SQL injection attack.
D. It can be used to mitigate a cross site scripting attack.

Answer: A,C

NEW QUESTION # 158
......
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