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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q208-Q213):
NEW QUESTION # 208 
An administrator needs to determine why users on the trust zone cannot reach certain websites. The only information available is
shown on the following image. Which configuration change should the administrator make?
A:

B:



C:

D:

E:



A. Option D
B. Option A
C. Option C
D. Option B
E. Option E

Answer: D

NEW QUESTION # 209 
An engineer is troubleshooting a traffic-routing issue.
What is the correct packet-flow sequence?

A. NAT > Security policy enforcement > OSPF
B. PBF > Static route > Security policy enforcement
C. BGP > PBF > NAT
D. PBF > Zone Protection Profiles > Packet Buffer Protection

Answer: B

Explanation:
The correct packet-flow sequence is C. PBF > Static route > Security policy enforcement. This sequence describes the order of
operations that the firewall performs when processing a packet. PBF stands for Policy-Based Forwarding, which is a feature that
allows the firewall to override the routing table and forward traffic based on the source and destination addresses, application, user,
or service. PBF is evaluated before the static route lookup, which is the default method of forwarding traffic based on the destination
address and the longest prefix match. Security policy enforcement is the stage where the firewall applies the security policy rules to
allow or block traffic based on various criteria, such as zone, address, port, user, application, etc12. References: Policy-Based
Forwarding, Packet Flow Sequence in PAN-OS

NEW QUESTION # 210 
Which two methods can be used to mitigate resource exhaustion of an application server?
(Choose two)

A. DoS Protection Profile
B. Vulnerability Object
C. Zone Protection Profile
D. Data Filtering Profile

Answer: A,C

Explanation:



B: There are two DoS protection mechanisms that the Palo Alto Networks firewalls support.
* Flood Protection - Detects and prevents attacks where the network is flooded with packets resulting in too many half-open
sessions and/or services being unable to respond to each request. In this case the source address of the attack is usually spoofed.
* Resource Protection - Detects and prevent session exhaustion attacks. In this type of attack, a large number of hosts (bots) are
used to establish as many fully established sessions as possible to consume all of a system's resources.
You can enable both types of protection mechanisms in a single DoS protection profile.
D: Provides additional protection between specific network zones in order to protect the zones against attack. The profile must be
applied to the entire zone, so it is important to carefully test the profiles in order to prevent issues that may arise with the normal
traffic traversing the zones.
When defining packets per second (pps) thresholds limits for zone protection profiles, the threshold is based on the packets per
second that do not match a previously established session.
Incorrect Answers:
A: Vulnerability protection stops attempts to exploit system flaws or gain unauthorized access to systems. For example, this feature
will protect against buffer overflows, illegal code execution, and other attempts to exploit system vulnerabilities.
C: Data Filtering helps to prevent sensitive information such as credit card or social security numbers from leaving a protected
network.
https://www.paloaltonetworks.com/documentation/60/pan-os/pan-os/threat-prevention/about- security-profiles

NEW QUESTION # 211 
An engineer decides to use Panorama to upgrade devices to PAN-OS 10.2.
Which three platforms support PAN-OS 10.2? (Choose three.)

A. PA-3400 Series
B. PA-220
C. PA-500
D. PA-5000 Series
E. PA-800 Series

Answer: A,B,E

Explanation:
According to the Palo Alto Networks Compatibility Matrix, the three platforms that support PAN- OS 10.2 are:
- PA-800 Series2
- PA-2202
- PA-3400 Series2
The PA-5000 Series and PA-500 do not support PAN-OS 10.2. To upgrade devices to PAN-OS
10.2 using Panorama, you need to determine the upgrade path, upgrade Panorama itself, and then upgrade the firewalls using
Panorama.
https://docs.paloaltonetworks.com/compatibility-matrix/supported-os-releases-by-model/palo-alto-networks-next-gen-firewalls

NEW QUESTION # 212 
You have upgraded Panorama to 10.2 and need to upgrade six Log Collectors. When upgrading Log Collectors to 10.2, you must
do what?

A. Upgrade all the Log Collectors at the same time.
B. Upgrade the Log Collectors one at a time.
C. Add a Global Authentication Profile to each Managed Collector.
D. Add Panorama Administrators to each Managed Collector.

Answer: A

Explanation:
Explanation
You must upgrade all Log Collectors in a collector group at the same time to avoid losing log data
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-lo

NEW QUESTION # 213
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