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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q565-Q570):

NEW QUESTION # 565
A change advisory board did not approve a requested change due to the lack of alternative actions if implementation failed. Which
of the following should be updated before requesting approval again?

A. Rollback plan
B. End user acceptance
C. Risk level

D. Scope of change

Answer: A

Explanation:

The rollback plan should be updated before requesting approval again. A rollback plan is a plan for undoing a change if it causes
problens, and it is an important part of any change management process. If the change advisory board did not approve the
requested change due to the lack of alternative actions if implementation failed, then updating the rollback plan would be the best
way to address this concern.

NEW QUESTION # 566
Which of'the following does MFA provide?

A. Public key infrastructure
B. Encryption

C. Digital signature

D. Security enhancement

Answer: D

Explanation:

MFA stands for multi-factor authentication, which is an electronic authentication method that requires the user to provide two or
more verification factors to gain access to a resource such as an application, online account, or a VPN 1. MFA provides security
enhancement by making it harder for attackers to compromise the user’s identity or credentials, as they would need to obtain more
than just the username and password. MFA can also prevent unauthorized access to sensitive data or resources, as well as reduce
the risk of identity theft or fraud2.

NEW QUESTION # 567

A company recently outsourced its night-shift cleaning service. A technician is concerned about having unsupervised contractors in
the building, Which of'the following security measures can be used to prevent the computers from being accessed? (Select two).

* Tmplementing data-at-rest encryption

A. Restricting user permissions

B. Restricting log-in times

C. Enabling a screen lock

D. Disabling AutoRun

E. Disabling local administrator accounts

Answer: AJE

Explanation:

The correct answers are D. Restricting log-in times and E. Enabling a screen lock. These are the security measures that can be used
to prevent the computers from being accessed by unsupervised contractors in the building,

* Restricting log-in times means setting a policy that allows users to log in only during certain hours, such as the regular working
hours of the company. This will prevent unauthorized access by contractors who work at night1.

* Enabling a screen lock means setting a policy that requires users to enter a password or a PIN to unlock their screens after a
period of mactivity. This will prevent unauthorized access by contractors who might try to use the computers when the users are
away?2.

1: CompTIA A+ Certification Exam: Core 2 Objectives, page 19, section 2.3. 2: CompTIA A+ Certification Exam: Core 2
Objectives, page 20, section 2.4.



NEW QUESTION # 568
A Chief Executive Officer has learned that an exploit has been identified on the web server software, and a patch is not available yet.
Which of'the following attacks MOST likely occurred?

A. On-path

B. Denial of service
C. Zero day

D. Brute force

Answer: C

Explanation:

Explanation

A zero-day attack is an attack that exploits a previously unknown vulnerability in a computer application, meaning that the attack
occurs on "day zero" of awareness of the vulnerability Configuring AAA Services. Retrieved from
httpsy//www.cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-0/security/configuration/guide/sc40crsb

NEW QUESTION # 569
In which of the following scenarios would remote wipe capabilities MOST likely be used? (Select TWO).

A. A user is overseas and wants to use a compatible international SIM Card.

B. A user traded in the company phone for a cell carrier upgrade by mistake.

C. A user forgot the phone in a taxi, and the driver called the company to return the device.

D. A user cannot locate the phone affer attending a play at a theater.

E. A user left the phone at home and wants to prevent children from gaining access to the phone.
F. A new IT policy requires users to set up a lock screen PIN.

Answer: C,.D

Explanation:

Remote wipe capabilities are used to erase all data on a mobile device remotely. This can be useful in situations where a device is
lost or stolen, or when sensitive data needs to be removed froma device. Remote wipe capabilities are most likely to be used in the
following scenarios:

1. A user cannot locate the phone after attending a play at a theater. 2. A user forgot the phone in a taxi, and the driver called the
company to return the devicel In scenario E, remote wipe capabilities would be used to prevent unauthorized access to the device
and to protect sensitive data. In scenario F, remote wipe capabilities would be used to erase all data on the device before it is
returned to the user.

NEW QUESTION # 570
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