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HE #85
Which of the following techniques can be used to escalate privileges on a network through DHCP starvation?
Response:

A. ARP spoofing

B. VLAN hopping

C. DNS cache poisoning

D. Exhausting DHCP IP addresses

X
m

: D

EAE #86
‘Which Python library is specifically designed for packet creation and manipulation?
Response:

A. NumPy

B. TensorFlow
C. Pandas
D. Scapy
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EE #87
When using the Sulley framework for fuzzing, what is an effective strategy to improve code coverage?
Response:

A. Decreasing the duration of each test case

B. Using more precise and context-aware test cases
C. Focusing testing on stable software components
D. Increasing the payload size indiscriminately
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EAE #88
How can PowerShell be used to bypass local restrictions in a Windows environment?
Response:

A. Remote desktop protocol attacks

B. Modifying group policy settings

C. Running unsigned scripts

D. Downloading and executing payloads from the internet
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AE#89
What is a common post-exploitation task that shellcode might perform on a compromised system?
Response:

e A Defragmenting the hard drive
e B. Scanning for viruses
¢ C. Creating a reverse shell
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¢ D. Installing updates
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