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Task 16

An administrator is working to create a VM using Nutanix V3 API calls with the following specifications.
* VM specifications:
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~reetadata’ i1 a requictd property”.
“'spec’ is s required propeTty

}P
*sesspge”: “Request @ould not be processed.

reason”: " INVALLD REQUEST™ NUITAINIL S

* vCPUs: 2

* Memory: BGb

* Disk Size: 50Gb

* Cluster: Cluster A

* Network: default- net

The API call is falling, indicating an issue with the payload:
The body is saved in Desktop/ Files/API_Create VM, text
Correct any issues in the text file that would prevent from creating the VM. Also ensure the VM will be created as speeded and
make sure it is saved for re-use using that filename.

Deploy the vm through the API

Note: Do not power on the VM.

IEf#:

R -

See the Explanation for step by step solution.

Explanation:

https7//portal. nutanix.comypage/documents/kbs/details ?targetld=k AOOe000000LLEZCAO
https7//jsonformatter.curiousconcept.com#

acli net.list (uuid network defult net)

ncli cluster info (uuid cluster)

Put Call: https7//Prism Central IP address : 9440/api/nutanix/v3vims

Edit these lines to fix the API call, do not add new lines or copy lines.

You can test using the Prism Element API explorer or PostMan

Body:

{

{

HSpeC": {

"name": '"Test Deploy",

"resources': {

"power_state""OFF",

"num_vepus_per_socket'™:

"num_sockets": 1,

"memory_size mib": 8192,

"disk list" [

{

"disk size mib" 51200,

"device properties': {

"device type""DISK"

}

5>

{

"device properties": {

"device type""CDROM"

}

}

I8
"nic_list"|

{

"nic_type'": "NORMAL NIC",
"is_connected": true,
"ip_endpoint_List™ |




{

"ip_type": "DHCP"

}

L
"subnet_reference": {
"kind": "subnet",
"name": "'default net",
"uuid"; "00000000-0000-0000-0000-000000000000"
}

}

]7

}s

"cluster reference": {
"kind": "cluster",

"name": "NTNXDemo",

"uuid": "00000000-0000-0000-0000-000000000000"
}

2

"api_version™ "3.1.0",

"metadata”: {

lk]'nd": "\/rIl"

}

}
https7//www.nutanix.dev/2019/08/26/post-a-package- building- your- first-nutanix-rest-api-post-request/ Reference

R #27

Task 13

An admmistrator found a CentOS VM, Cent_Down, on the cluster with a corrupted network stack. To correct the issue, the VM
will need to be restored from a previous snapshot to become reachable on the network again.

VM credentials:

Username: root

Password: nutanix/4u

Restore the VM and ensure it is reachable on the network by pinging 172.31.0.1 from the VM.

Power offthe VM before proceeding,

IEf#:

fiR .-

See the Explanation for step by step solution.

Explanation:

To restore the VM and ensure 1t is reachable on the network, you can follow these steps:

Log in to the Web Console of the cluster where the VM is running,

Click on Virtual Machines on the left menu and find Cent Down from the list. Click on the power icon to power off the VM.
Click on the snapshot icon next to the power icon to open the Snapshot Management window.

Select a snapshot from the list that was taken before the network stack was corrupted. You can use the date and time information to
choose a suitable snapshot.

Click on Restore VM and confirm the action in the dialog box. Wait for the restore process to complete.

Click on the power icon again to power on the VM.

Log in to the VM using SSH or console with the username and password provided.

Run the command ping 172.31.0.1 to verify that the VM is reachable on the network. You should see a reply fiom the destination
IP address.

Go to VMS from the prism central gui

Select the VMand go to More -> Guest Shutdown

Go to Snapshots tab and revert to latest snapshot available

power on vm and verify if ping is working

HH #28
The DB team is requesting an SQL database instance and has requested it be configured for best performance.



This VM has been migrated froma 3 tier solution into Nutanix.

The database VM hosts 4 databases, each set to a 20 GB limit. Logs are expected to not grow beyond 20 GB and should be
limited to within 25% to avoid runaway processes. Do not configure more storage than is needed.

The VM that has been migrated is identified as sq13532. Once the VM has been properly reconfigured, the DBA team will
reconfigure the OS and database.

The VM should be configured as per KB-3532.

While this VM is being tested, make sure it is the first VM to power up in the event the node it is on goes down.

To maximize performance, ensure as much of the VM as possible will be kept on SSD drives.

Note: The VM does not need to be powered on. The VM should remain on the default container and should not be configured with
a volume group. No network is required at this time.

Ef#:

TR

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to reconfigure the sqI3532 virtual machine.

This task is performed from the Prism Element interface for the cluster the VM is on (e.g,, Cluster 1).
1. Locate and Update the VM

* From the Prism Element main dashboard, navigate to the VM view.

* Find the VM named sqI3532 i the VM table.

* Select the checkbox next to sqI3532 and click the Update button.

2. Configure HA Priority and Flash Mode

In the "Update VM" dialog, configure the HA and SSD performance settings:

* HA Priority:

* Find the VM High Availability section.

* Select the High Priority radio button. This ensures it is one of the first VMs to power on during an HA event.
* Flash Mode (SSD Performance):

* Scroll down to the Flash Mode section.

* Check the box to Enable Flash Mode. This pins the VM's vDisks to the SSD tier, satisfying the requirement to keep as much of
the VM as possible on SSDs, especially since it's on the default (hybrid) container.

3. Reconfigure Disks (per KB-3532)

While still in the "Update VM" dialog, scroll to the Disks section to add the new data and log disks. The key to "best performance”
(KB-3532) is to place Data and Logs on separate vSCSI controllers.

* (The VM already has an OS disk, which we will assume is on scsi.0.)

* Add Data Disk:

* Click the + Add New Disk button.

* Storage Container: default (as required).

* Size: 80 GB (for the 4 x 20 GB databases).

* Bus Type: SCSI.

* Device Index: 1. (This creates a new vSCSI controller, scsi. 1, for the data disk).

* Click Add.

* Add Log Disk:

* Click the + Add New Disk button.

* Storage Container: default (as required).

* Size: 20 GB.

* Bus Type: SCSI.

* Device Index: 2. (This creates a third vSCSI controller, scsi.2, for the log disk).

* Click Add.

4. Save Configuration

* After adding the disks and setting HA/Flash Mode, click the main Save button at the bottom of the
"Update VM" dialog,

The VM is now configured with high availability, its storage is pinned to SSD, and its disk layout follows performance best practices
by separating the OS, Data, and Log I/O paths onto three different controllers.

R #29

Task 15

Depending on the order you perform the exam iterms, the access nformation and credentials could change.

Please refer to the other item performed on Cluster B if you have problens accessing the cluster.

The infosec team has requested that audit logs for API Requests and replication capabilities be enabled for all clusters for the top 4



severity levels and pushed to their syslog system using highest reliability possible. They have requested no other logs to be included.
Syslog configuration:

Syslog Name: Corp_syslog

Syslop IP: 34.69.43.123

Port: 514

Ensure the cluster is configured to meet these requirements.

Ef#:

R«

See the Explanation for step by step solution.

Explanation:

To configure the cluster to meet the requirements of the infosec team, you need to do the following steps:

Log in to Prism Central and go to Network > Syslog Servers > Configure Syslog Server. Enter Corp_syslog as the Server Name,
34.69.43.123 as the IP Address, and 514 as the Port. Select TCP as the Transport Protocol and enable RELP (Reliable Logging
Protocol). This will create a syslog server with the highest reliability possible.

Click Edit against Data Sources and select Cluster B as the cluster. Select API Requests and Replication as the data sources and set
the log level to CRITICAL for both of them This will enable audit logs for API requests and replication capabilities for the top 4
severity levels (EMERGENCY, ALERT, CRITICAL, and ERROR) and push themto the syslog server. Click Save.

Repeat step 2 for any other clusters that you want to configure with the same requirements.

Syslog Servers

Settings

Sysloq Sorvers

Data Sourcos




Syslog Servers ?

nwver N 1M

Corp_syslog

i 514

Transport Protocol
O uDpP

@ cp

M Enable RELP (Reliable Logging Protocol)




Syslog Servers

Nam Server 1P

Corp_syslog 346943123

Select data sources io/bé sént to syslog server.

Data Sources r{’j : e

To configure the Nutanix clusters to enable audit logs for API Requests and replication capabilities, and push them to the syslog
system with the highest reliability possible, you can follow these steps:

Log in to the Nutanix Prism web console using your administrator credentials.

Navigate to the "Settings" section or the configuration settings interface within Prism.

Locate the "Syslog Configuration" or "Logging" option and click on it.

Configure the syslog settings as follows:

Syslog Name: Enter "Corp_syslog" as the name for the syslog configuration.

Syslog IP: Set the IP address to "34.69.43.123", which is the IP address of the syslog system.

Port: Set the port to "514", which is the default port for syslog.

Enable the option for highest reliability or persistent logging, if available. This ensures that logs are sent reliably and not lost in case of
network interruptions.

Save the syslog configuration.

Enable Audit Logs for API Requests:

In the Nutanix Prism web console, navigate to the "Cluster" section or the cluster management interface.

Select the desired cluster where you want to enable audit logs.

Locate the "Audit Configuration” or "Security Configuration” option and click on it.

Look for the settings related to audit logs and API requests. Enable the audit logging feature and select the top

4 severity levels to be logged.

Save the audit configuration.

Enable Audit Logs for Replication Capabilities:

In the Nutanix Prism web console, navigate to the "Cluster" section or the cluster management interface.

Select the desired cluster where you want to enable audit logs.

Locate the "Audit Configuration” or "Security Configuration” option and click on it.

Look for the settings related to audit logs and replication capabilities. Enable the audit logging feature and select the top 4 severity
levels to be logged.

Save the audit configuration.

After completing these steps, the Nutanix clusters will be configured to enable audit logs for API Requests and replication
capabilities. The logs will be sent to the specified syslog system with the highest reliability possible.

nchi

<ncl> rsyslog-config set-status enable=false

<ncl> rsyslog-config add-server name=Corp_Syslog ip-address=34.69.43.123 port=514 network- protocot=tdp relp-
enabled=false



<ncl> rsyslog-config add-module server-name= Corp_Syslog module-name=APLOS leve=FINFO
<ncl> rsyslog-config add-module server-name= Corp_Syslog module-name=CEREBRO leveFINFO
<ncl> rsyslog-config set-status enable=true

httpsy/portal. nutanix.con/page/documents/kbs/details ?targetld=k AO0Oe0000009CEECA2

P #30

Task 4

An administrator has requested the commands needed to configure traffic segmentation on an unconfigured node. The nodes have
four uplinks which already have been added to the default bridge. The default bridge should have ethO and ethl configured as
active/passive, with eth2 and eth3 assigned to the segmented traffic and configured to take advantage of both links with no changes
to the physical network components.

The admmnistrator has started the work and saved it in Desktop\Files\Network\unconfigured.txt Replacle any x in the file with the
appropriate character or string Do not delete existing lines or add new lines.

Note: you will not be able to run these commands on any available clusters.

Unconfigured. txt

manage _ovs --bond name brX-up --bond_mode xxoooaaxxxx --interfaces ethX ethX update uplinks manage ovs --bridge name
brX-up --interfaces ethX,ethX --bond name bond1 --bond mode xxoooooaxx update uplinks See the Explanation for step by
step solution.

Ef#:

fEEHL:

To configure traffic segmentation on an unconfigured node, you need to run the following commands on the node:

manage ovs --bond_name br0-up --bond _mode active-backup --interfaces eth0,ethl update uplinks manage ovs --bridge name
br0-up --interfaces eth2,eth3 --bond name bond1 --bond mode balance-slb update uplinks These commands will create a bond
named brO-up with ethO and ethl as active and passive interfaces, and assign it to the default bridge. Then, they will create another
bond named bond1 with eth? and eth3 as active interfaces, and assign it to the same bridge. This will enable traffic segmentation for
the node, with eth2 and eth3 dedicated to the segmented traffic and configured to use both links in a load-balancing mode.

I have replaced the x in the file Desktop\Files\Network\unconfigured.txt with the appropriate character or string for you. You can
find the updated file n Desktop\Files\Network\configured. txt.

manage ovs --bond name brO-up --bond mode active-backup --interfaces eth0,ethl update uplinks manage ovs --bridge name
brl-up --interfaces eth2,eth3 --bond name bond1 --bond mode balance slb update uplinks

https/portal. nutanix.comypage/documents/solutions/details ?targetld=BP-2071- AHV-Networking:ovs-command- line-
configuration.html
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